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Abstract
This work aims to achieve the best of both worlds with two
prominent techniques adopted in cloud computing systems:
hardware trusted execution environments (TEEs) for data
processing security, and Kubernetes (k8s) for efficient con-
tainer orchestration and resource management for multi-
tenancy. A secure, resource-efficient, and pluggable con-
tainer orchestration system, called Pyramid, is proposed,
which incurs minimal intrusive modifications to the com-
mercial k8s. Pyramid puts a separate trusted k8s on top of
the original k8s cluster and carefully cooperates between
the two layers. The workflow within each layer is maximally
preserved without significant changes. The untrusted layer
manages resource scheduling across different tenants to im-
prove utilization and passes the resource information to the
trusted layer to launch actual computations secured by TEEs,
with the help of carefully designed interface and protection
mechanisms. Evaluation results show that Pyramid achieves
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1.4× higher throughput on the data plane, with comparable
control-plane performance to previous work.
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1 Introduction
Cloud computing, despite its many attractive advantages like
easy deployment and flexible scalability, also raises data pri-
vacy concerns when sensitive data have to be outsourced to
third-party public cloud platforms. To enable trusted comput-
ing in such untrusted environments, hardware vendors have
been advocating security-enhanced processors that support
trusted execution environments (TEEs), which allow isolated
and verified processing on private data not observable by
other software components. To better match the demands of
virtualization in cloud systems, TEEs at the virtual machine
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(VM) level are now the preferred choices, with commercial
products including Intel TDX [44] and AMD SEV [4, 49].
On the other hand, as a more lightweight virtualization

mechanism than classical VMs, containers have been widely
used to efficiently deploy computation tasks on shared com-
puting clusters. Kubernetes (k8s) [15] is the de facto frame-
work to facilitate container deployment and management. It
allows convenient orchestration along the entire lifecycle of
containers, such as automatic restart after a crash, software
update rollout, scalable scheduling, resource allocation and
reclamation, and so on. Generally speaking, k8s is able to
ensure flexible and efficient resource management for large-
scale computing clusters, especially in multi-tenancy cases
where many clients are concurrently using the system.

However, despite the broad attention to VM TEEs and
the ubiquitous use of k8s, the study about how to combine
their benefits in an easy and efficient way is relatively lack-
ing. The current approaches remain straightforward, and are
mostly designed for single-tenancy settings. For example,
Constellation [85] directly puts the whole k8s software stack
into VM TEEs to protect everything. While being secure,
this monolithic approach sacrifices the resource management
efficiency of k8s in multi-tenancy scenarios, where each ten-
ant is forced to use an independent resource scheduler in
separate TEEs, and these schedulers cannot coordinate with
each other to manage resources, e.g., lending idle resources
of one tenant to another. On the other hand, Confidential
Containers (CoCo) [12, 48] only put the computing contain-
ers (organized as Pods in k8s) into their own TEEs. This
allows to use a unified scheduler to manage all the in-TEE
Pods across tenants, but such a minimal protection princi-
ple leaves several critical vulnerabilities that violate security
(more in Section 3.3). Actually, we find that alleviating these
drawbacks in the above two paradigms is highly non-trivial,
and may require significant intrusive modifications to many
k8s core components, which is difficult for such highly com-
plex and production-grade software, if not impossible.

We aim to design a secure, resource-efficient, and pluggable
k8s system for multi-tenancy to address the above challenges.
Our goals include (1) strong security guarantees, (2) efficient
and unified resource management across tenants, (3) no in-
trusive modifications to the k8s core logic, (4) easy operation
and maintenance, and (5) small performance overheads. Our
key idea is to lay a separate TEE-based k8s on top of the orig-
inal untrusted k8s cluster to reuse its workflow, so that the
complicated k8s workflow can be mostly preserved with-
out significant changes, while still enabling unified resource
management in the untrusted layer. Based on this idea, we
implement a prototype system, and name it Pyramid.

More specifically, in Pyramid, the k8s scheduler in the un-
trusted layer is in charge of globally scheduling all resources,
and we allow the trusted layer to expose the information
about resource budget and resource consumption to this

untrusted scheduler. Such information is typically insensi-
tive, as the adversary who controls the physical computing
servers can observe and modify it anyway. The untrusted
scheduler thus allocates requested resources to shadow Pods,
which are a novel abstraction in Pyramid as the resource-
consuming representatives for the actual computing Pods
in the trusted layer. With the allocated resources from the
untrusted layer, the Pods in the trusted layer can be launched.
However, using an untrusted scheduler also introduces

security problems. For example, while individual Pods are
protected, the scheduler can still impact the execution or-
chestration flow, such as launching two Pods with the same
name, to compromise the integrity of the high-level work-
load (e.g., having two leaders in a distributed computing
software). Pyramid thus adopts an exclusionary guard mech-
anism, which lets the node hold a lock for a Pod, so that no
other nodes can launch the same Pod, even in the challeng-
ing scenario where the adversary can arbitrarily disconnect
any server node and manipulate the clock of a node.

We emphasize that we implement Pyramid in an add-on
manner with minimum intrusive changes to the commercial
k8s framework. For example, through the use of shadow
Pods, the untrusted and trusted layers can preserve most of
their own highly complicated workflow. The interaction be-
tween the two layers and the newly introduced mechanisms
are mainly implemented using various existing extension
points explicitly or implicitly provided by k8s. For exam-
ple, the exclusionary guards utilize the k8s Lease objects,
which are originally designed for node heartbeats and leader
election purposes. Finally, we also introduce a performance
optimization called object divergence, which separately stores
insensitive configurations to mitigate access contention to
the persistent metadata storage.

We evaluate two implementations of Pyramid: Pyramid-K
directly running on k8s, and Pyramid-V integrated with the
virtual cluster (Vcluster) [60]. We compare them against both
the original insecure k8s system and the two straightforward
design principles of monolithic and minimal, using a cluster
of 1 master and 5 worker nodes. On the control plane, Pyra-
mid-K and Pyramid-V introduce 1.17× and 1.23× overheads
on average compared to the vanilla k8s. Besides, Pyramid-
K and Pyramid-V achieve 1.08× and 1.02× speedups over
Constellation, and 1.46× and 1.35× over CoCo. If not using
object divergence, the overheads of etcd would make Pyra-
mid slightly slower than Constellation. On the data plane,
Pyramid outperforms Constellation with 1.4× throughput
under 16 tenants, due to the ability of unified resource man-
agement. Note that Pyramid-K and Pyramid-V behave the
same for data planes. Moreover, in a simulated large-scale
and heterogeneous k8s cluster, Pyramid is able to save 3.5%
CPU and 22.5% memory resources for long-running Pods,
and 2.8× for short-lived Pods.
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Figure 1. System architecture of k8s and Vcluster [60].

2 Background
2.1 Trusted Execution Environments
Trusted execution environments (TEEs) provide a trusted
region inside an untrusted server. Commercial CPUs already
support TEEs, including ARM TrustZone [2], Intel SGX [43],
AMD SEV [4, 49], ARM CCA [9], and Intel TDX [44]. The
trusted region is isolated from the untrusted region by hard-
ware mechanisms. The trusted region could be part of a
process, such as an enclave in Intel SGX [6, 41, 67], or a
virtual machine (VM), such as a trusted domain (TD) in In-
tel TDX [44]. TEEs provide attestation mechanisms [6] for
clients to verify that the desired code has been loaded into the
trusted region. The potentially malicious privileged software
like the host operating system (OS) or the VM hypervisor
cannot compromise the confidentiality and integrity of the
data and code inside the trusted region. Furthermore, in the
trusted region, only the volatile states (e.g., in the CPU and
memory) are protected, while the non-volatile storage is
typically out of scope.

For process-based TEEs like Intel SGX [43], porting com-
plex applications is typically painful and time-consuming [10,
20, 74, 84, 100], though better performance can be achieved
for computation-intensive applications through careful im-
plementation [56]. In contrast, VM-based TEEs like Intel
TDX [44] and AMD SEV [4] are more friendly to users. Since
a whole VM is protected, unmodified applications can di-
rectly run in the VM. In terms of engineering, it is easier
to build trusted I/O for VM-based TEEs [5, 45], benefiting a
wide variety of applications and heterogeneous computing
tasks in a lift-and-shift way [30, 31, 51, 54, 62]. VM-based
TEEs are thus more preferred nowadays, especially for cloud-
native applications using containers. Therefore, in this work,
we choose to use VM-based TEEs.

2.2 Container Orchestration: Kubernetes
As we scale up containers, manually managing them would
be inconvenient. We need additional features, including self-
healing crashed containers, automated rollouts and rollbacks
of updates to containers, automatic scheduling of containers
among server nodes, and so on. These features are collec-
tively referred to as container orchestration [24].

Kubernetes (k8s) [15] is a prevalent and powerful frame-
work to simplify the deployment and management of con-
tainers, and has become the de facto standard for container
orchestration. We introduce the key concepts of k8s below;
Appendix A gives a more detailed background.

Instead of a container, the smallest deployable unit in k8s is
a Pod. It is a collection of closely related containers sharing a
network namespace (the same IP address and port space), an
IPC namespace, and optionally, the storage volumes. There-
fore, containers in a Pod can efficiently communicate.
The k8s API is a resource-based (RESTful) API [78] and

Pods are the fundamental API resource type. Directly deploy-
ing a Pod by creating a Pod object through the k8s command
line tool called kubectl [21] could be hard to manage. In-
stead, high-level workload resources such as Deployments,
StatefulSets, and Jobs are deployed through kubectl, and they
typically represent a set of homogeneous Pods. K8s auto-
matically manages these Pods, e.g., creating a new one for
crash recovery. It is the high-level workload resources that
embody the orchestration capability of k8s. Besides, k8s pro-
vides many other resources, such as ConfigMaps and Secrets,
which contain configurations and sensitive metadata to be
used by the Pods. Apart from the built-in resources, k8s also
provides custom resources to extend the k8s API [13].

The k8s architecture itself is scalable and reliable, com-
prising several components (Figure 1). The API server is the
central part of k8s, exposing the k8s API and handling the re-
quests from the client (i.e., kubectl [21]). Then the admission
controller in the API server intercepts the request, validates
its behavior, and may modify the object in the request based
on some rules, for example, filling the default values for
missing fields in the object. The rules for validation and mod-
ification can be customized through the admission webhooks.
Finally, the object is persisted to the etcd, a distributed and
reliable key-value store with strong consistency [47, 88].
The controller continuously watches the current state of

the cluster, and then makes or requests changes to the cluster,
bringing it to the desired state. For example, after a State-
fulSet object is received by the API server and stored in the
etcd, the StatefulSet controller watching the etcd finds this
new StatefulSet does not have Pods yet, and then starts creat-
ing the Pods through the API server. The scheduler watches
for newly created Pods without node assignment and selects
nodes for them to run on, i.e., binding a Pod to a node [23, 64]
by updating the Pod object through the API server.
All the above components constitute the control plane in

k8s. Those components can run on any machines in the
cluster. We remark that etcd is the ground-truth. It could
be locally deployed at the control plane node, or externally
deployed as a separate cluster. In the production scenario,
the latter is preferred for high availability [38, 46, 50]; even
if the whole k8s cluster is reset, there is no metadata loss.
The data plane mainly contains the kubelet, kube-proxy,

and container runtime. They run on every cluster node. The
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kubelet consists of various managers for the whole lifecycle
of Pods. It watches Pod object creation or deletion [64], and
correspondingly runs or stops the Pod by communicating
with the container runtime through the Container Runtime
Interface (CRI) [29, 90], a plugin interface to interact with
various container runtimes without recompilation. A CRI
shim could exist between the kubelet and the container run-
time, e.g., cri-containerd [73]. The kube-proxy is a network
proxymanaging network rules for communicating with Pods
from both inside and outside the cluster.

2.3 Kubernetes Multi-Tenancy
Typically, k8s multi-tenancy is categorized into soft and hard
multi-tenancy [94]. “Soft” means tenants may partially trust
each other, e.g., multiple teams in a company. Namespace-
based isolation provides such soft multi-tenancy [89, 94].
“Hard” means tenants distrust each other and require strong
isolation; e.g., customers from very different backgrounds
and each could be a potential attacker. Typically, for soft
multi-tenancy, multiple tenants share one control plane and
one data plane. Sharing a control plane restricts each ten-
ant to use the cluster-wide API [114]. Sharing a data plane
facilitates a malicious tenant to utilize vulnerabilities (e.g.,
container escape [57]) to compromise the OS kernel and af-
fect other tenants. On the other hand, hard multi-tenancy
requires isolation for both control planes and data planes, i.e.,
each tenant owns a dedicated control plane and data plane
(thus a dedicated cluster) [89, 94]. Note that a dedicated plane
means that an attacker cannot compromise others’ planes
by maliciously controlling the OS kernel within their own
plane. It does not necessitate separate physical machines;
instead, separate virtual machines are also suitable. Multi-
cluster architectures satisfy the requirement [70], provid-
ing full functionality for each tenant. However, they suf-
fer from resource underutilization and high management
costs, hindering cloud providers from adopting hard multi-
tenancy [3, 17, 36]. Apart from the two models, virtual cluster
architectures (e.g., Vcluster) isolate the control plane while shar-
ing a data plane [60, 71, 114]. Virtual clusters can be built
on the cloud-native k8s in an add-on manner (Figure 1). A
Syncer is used to synchronize workloads between the virtual
cluster and the host cluster, and facilitates workload manage-
ment by sharing the host scheduler and the host cluster data
plane (where Pods physically run). Although virtual clusters
offer full functionality, they suffer from weak isolation. In
this paper, we aim to achieve hard multi-tenancy.

3 Challenges and Goals
Although hard multi-tenancy architectures provide robust
isolation among tenants, safeguarding tenant clusters against
potentially malicious cloud providers remains crucial. We can
leverage VM-based TEEs (Section 2.1) without heavy modifi-
cations on the k8s software stack. Under our threat model

(Section 3.1), there are naturally two extreme design princi-
ples: monolithic protection and minimal protection. For mono-
lithic protection like Constellation [85], the whole k8s soft-
ware stack is put into VMTEEs, turning the VM into a trusted
node, and the communication between trusted nodes is pro-
tected by TLS [77]. For minimal protection like Confiden-
tial Containers (CoCo) [12, 48], only the Pods reside in VM
TEEs. Unfortunately, both designs have key drawbacks (Sec-
tions 3.2 and 3.3), which motivate our design (Section 3.4).

3.1 Threat Model
We classify several roles in the k8s system as shown in Fig-
ure 1. A cloud provider serves as the host cluster adminis-
trator owning the host k8s cluster, and tenants operate on
tenant clusters built atop it. Since a tenant may be a company,
it can be divided into several teams. They differentiate each
other through access control in the tenant cluster while they
belong to the same tenant. Some of them are tenant cluster
administrators, and others may be unprivileged developers.
The former can set the permissions of others, define custom
API resources, deploy new webhooks and custom controllers,
and so on. The latter can deployworkload resources like Pods.
We remark that the internal access control inside a tenant
is inherited from k8s and not specific to Pyramid. Service
Pods are exposed to users outside the cluster.
From a tenant’s perspective, while its tenant cluster is

trusted, the underlying host cluster (i.e., the cloud) and other
tenants are untrusted. Thus the adversary can control the
whole software stack of each server, including the host OS
and the hypervisor. In that case, a tenant desires a k8s cluster
protected from the cloud and other tenants (i.e., hard multi-
tenancy). In this paper we focus on this interaction between
the tenant and the cloud provider. We aim to achieve con-
fidentiality, integrity, and data freshness for the workloads
in the tenant’s cluster. We assume the hardware processors
on the host are trusted and equipped with VM-based TEEs
such as AMD SEV. The code inside the TEEs can be verified
through attestation to ensure integrity, while other code can
be arbitrarily modified. The adversary can also snoop, tam-
per with, or roll back data outside the processors, including
data in the memory, disks, and network devices.
From a service user’s perspective, she trusts the tenant

cluster (i.e., the service provider), and the workloads in the
tenant cluster support establishing secure channels with the
service user, who manages her own credentials like certifi-
cates and keys. The tenant Pod never actively leaks user data
to the outside of TEEs.

Side-channel attacks [35, 37, 53, 65, 81, 102, 110, 112], TEE
design defects [22, 40, 55, 109], denial of service (DoS), and
internal security flaws of code inside TEEs are out of scope.

3.2 Monolithic Protection Drawbacks
To combine hard multi-tenancy architectures with VM TEEs,
a reasonable monolithic scheme is to provide a vanilla k8s
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cluster encapsulated with VM TEEs for each tenant, which is
the Constellation architecture shown in Figure 2. Recall that
hard multi-tenancy does not necessitate that clusters from
different tenants reside on separate physical machines. Con-
stellation allows TEEs from multiple tenants to run on the
same physical machines. Despite sharing physical machines,
the issue of resource underutilization for cloud providers
still persists. As shown in Figure 3 left, tenant A cannot de-
ploy its Pod 2 because it can only schedule Pods based on its
own cluster information, which indicates a lack of resources,
though the resource margin of the entire host cluster is suffi-
cient. To solve the issue, the cloud provider should be able to
infiltrate the TEE of tenant B and reschedule the two Pods of
tenant B across machines to make enough room for tenant A
(Figure 3 right). Note that Constellation cluster scaling [86]
cannot help, where tenant A just requests for more physical
nodes and the cloud would reject it due to lack of resources.
Instead, it is desirable to have unified resource management
across tenants with a central point of control.

A straightforward solution for unified management is con-
necting different control planes to the same ground truth,
i.e., etcd, which collects all information globally, including
resource capacity and consumption from kubelets in all ten-
ants’ data planes and resource requests described in Pod
specifications. Hence, the scheduler in each control plane
can designate a Pod destination based on the information.
However, this method has several drawbacks. First, multiple
control planes may concurrently query the etcd for resource
information, and individually schedule Pods based on the
potentially stale information, causing scheduling failures.
Second, access control would be difficult because one tenant
is allowed to access the states of others. Third, as all control
planes have equal rights, it is hard to coordinate and arbi-
trate among them, e.g., to determine whose Pod to be evicted
when a host node is stressed. Finally, the fundamental mech-
anism for interaction between the control plane and the etcd
is List-Watch [47, 83], where an object update in the etcd
will inform all the related entities. As the number of tenants
grows, the performance will suffer.
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Figure 4. Pod creation flow in CoCo architecture.

3.3 Minimal Protection Drawbacks
One may think minimal protection is enough for security
because it is the Pods that have sensitive data. However,
the misalignment between the Pod protection boundary and
the tenant cluster boundary leads to various attacks, since
the complicated k8s framework outside Pods contains heavy
code directly or indirectly controlling or viewing Pods’ states.
As shown in Figure 4 for the CoCo architecture [12], the

format of a Pod varies as the object flows through different
k8s components. As the container runtime starts a Pod, it
first launches a VM TEE and attests to the tenant to ensure
the environment (e.g., the hardware and the OS) is correct to
run the Pod. Then the guest VM should get the container con-
figurations (config.json) from the untrusted host to start
the Pod [12]. Because such configurations are not included
in the attestation report, a privileged attacker can arbitrarily
snoop and modify the configurations, leading to incorrect
behaviors of the Pod, which is somewhat similar in spirit
to Iago attacks [25]. Besides, kubectl [21] allows a tenant to
execute any command in its running Pods. From the view
of a Pod VM, the command comes from the untrusted host
may be falsified. We elaborate on various Pod-level attacks
in more details in Appendix B.

The CoCo community has recently proposed two patches
(Figure 4). The first one adds a policy engine to validate the
configuration against tenant-provided policies [48]. How-
ever, the policies may be intrinsically incomplete and inflex-
ible for dynamic modifications potentially applied by the
custom webhooks and controllers in the control plane, and
it adds the burden of Pod protection to the tenants. More
importantly, the scheme forbids some requests, significantly
sacrificing functionality [101]. The second one categorizes
the requests into host-side non-sensitive APIs and owner-
side sensitive APIs [11] (published at [101] recently). For
example, it classifies in-Pod command execution as owner
APIs, and Pod creation and deletion as host APIs. However,
the authors do not prove that the broad spectrum of host-side
APIs cannot be potential attack points.

Neither patch fits in our setting (Section 3.1), where a
“tenant” comprises different roles with different permitted
actions, and the tenant administrator must perform mainte-
nance and debug operations using the “host” APIs. Moreover,
it is hard to protect Pod-to-Pod communication transparently
as in Constellation [85]. As CoCo has been commercialized
recently, four vulnerabilities are found [107], of which CVE-
2024-21376 and CVE-2024-21400 are explicitly related to k8s
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Table 1. Comparison of different secure k8s approaches.

System Isolation TCB RM Add-on O&M

Constellation Strong Large Separate No Easy
CoCo Weak Medium Unified Yes Tricky

Pyramid Strong Large Unified Yes Easy

API manipulation from the control plane [75, 76]. We re-
mark that these vulnerabilities stem from CoCo’s exclusion
of control plane code from TEEs rather than placing them in
TEEs. This exclusion exposes APIs at the TEE boundary to
untrusted callers (e.g., cloud attackers) instead of the tenant.
Besides, Pod-centric protection in CoCo lacks protection

for high-level workload resources. Recall that a StatefulSet
imposes a set of constraints on the orchestration of its Pods,
which are guaranteed by k8s and utilized by tenants to de-
ploy their Pods. If the k8s control plane is not protected, the
Pods may not run correctly as expected by the tenant. For
example, in normal execution, upon detecting the creation of
a new StatefulSet, e.g., for a MySQL service, the StatefulSet
controller would generate a set of Pods with the same image
but different name suffixes, i.e., 0 to N. Based on the name
suffix, either a leader or a follower configuration is copied
into the Pod for MySQL to load the configuration. However,
if the attacker maliciously launches two Pods with the same
name suffixed by 0, two leader Pods would run simultane-
ously. At this point, the critical issue is that data integrity
is violated due to master conflict, rather than merely the
integrity of the resource configuration being affected.
Nevertheless, we remark that CoCo excels in single Pod

protection due to a relatively small TCB, and CoCo can reuse
attestation reports for both tenants and users. However, it
does not guarantee the cluster-level security.

3.4 Goals
Due to the intrinsic vulnerabilities of the minimal protection
scheme, we choose to improve the monolithic scheme by re-
solving the dilemma of isolation and resource utilization. On
the one hand, we aim to achieve cluster-level security. Pods
should be correctly spawned, and connections among Pods
should be protected. Confidentiality and integrity of tenant
data and user data should be guaranteed. On the other hand,
we should achieve unified resource management among mul-
tiple tenant clusters. Since k8s is a complex and product-level
framework and has been widely used, we prefer to deploy
our design in an add-on manner, without any modification
to the source code of vanilla k8s to cooperate with ours.

To summarize, with the comparison to existing solutions
shown in Table 1, we aim to build a pluggable secure k8s
named Pyramid, with the following features:

1. Strong isolation guarantees with moderate TCB;
2. Unified resource management (RM);
3. Easy deployment through an add-on manner;
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4. Full-fledged functionality (including crash recovery)
and easy operation & maintenance (O&M);

5. Minor performance overheads.

4 System Architecture
We illustrate our key design points in Section 4.1 and give a
brief analysis in Section 4.2. Section 5 further describes the
details of our key component designs.

4.1 Overview
To avoid the security issues in Section 3.3, we follow the
principle that security fundamentally involves subtraction—
minimizing attack surfaces—rather than addition [80]. We
begin with the monolithic scheme (i.e., Constellation), where
each Constellation instance is a (trusted) tenant cluster, and
nodes from multiple tenant clusters can co-exist on the same
physical nodes. However, each tenant cluster can only man-
age its own resources, mainly through two components (Sec-
tion 2.2): the kubelet in the data plane allocates/deallocates
resources on each node for its Pods and maintains their re-
source usage; the scheduler in the control plane dispatches
Pods to nodes based on the resource requirement of Pods
and the usage information gathered from all nodes.

To enable unified resource management, our key observa-
tion is that the information on resource budget and resource
consumption is generally not sensitive. On the one hand, it
is the cloud provider that decides the real resource alloca-
tion. On the other hand, the cloud provider always knows
the resource consumption of the workloads running on it.
Hence, both integrity and confidentiality about the resource
information are meaningless. As a result, we introduce a host
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cluster as an untrusted layer, on which each tenant cluster
in the trusted layer is logically deployed. Each tenant cluster
should be deprived of the ability to independently manage
resources, and share the resource requirements of Pods, as
well as the usage information, with the host cluster.

Concretely, each time the trusted-layer scheduler of a ten-
ant schedules a trusted Pod, the untrusted-layer scheduler of
the host cluster should intercept the procedure, assign a node
for that Pod, and return the assignment result to the trusted
layer. Then, as the trusted-layer kubelet intends to allocate
resources for that Pod, the untrusted-layer kubelet should
intercept the procedure and scale up the trusted node with
sufficient resources for that Pod. Besides, the untrusted-layer
kubelet should maintain the resource usage of trusted Pods
for the untrusted-layer scheduler to make better decisions.

However, naively implementing the above design requires
significant engineering efforts to modify the scheduler and
kubelet, not satisfying the pluggable goal. Instead of intru-
sively modifying the untrusted k8s core components, Pyra-
mid leverages the k8s extension points, which are designed to
support various customizations (Section 2.2), and maximally
reuses the workflow of the untrusted layer to make the two
layers cooperate, so that the complicated k8s workflow can be
mostly preserved without significant changes, while still en-
abling unified resource management in the untrusted layer.
Pyramid’s architecture and Pod creation workflow.

As shown in Figure 5, to deprive the tenant cluster of the abil-
ity to schedule Pods, Pyramid removes the scheduler from
the tenant cluster in the trusted layer. Hence, all tenant clus-
ters rely on the scheduler in the untrusted layer to schedule.
Concretely, the trusted-layer webhook (an extension point)
intercepts the Pod creation request and yields a shadow Pod
(Section 5.1) request to the untrusted layer. The shadow Pod
is a sanitized Pod free of sensitive information in the trusted
Pod, serving as a resource-consuming representative for the
trusted Pod. After the untrusted-layer scheduler schedules
the shadow Pod, the untrusted-layer kubelet fetches the
shadow Pod object and allocates resources for it. Hence, the
scheduling result and resources are ready for the correspond-
ing trusted Pod. Next, a modified CRI shim (an extension
point) attaches the resource to the tenant’s trusted node on
the same host node, and redirects the shadow Pod configu-
rations (including the scheduling result) to the trusted-layer
kubelet in the trusted node. The trusted-layer kubelet cannot
start a Pod without the help of the untrusted-layer kubelet;
thus we name it delegated kubelet. Note that the CRI shim
identifies whether the configuration belongs to a shadow
Pod and, if so, forwards it to the delegated kubelet of the
tenant; otherwise, a normal (untrusted) Pod starts.

Given that the orchestration of trusted Pods involves the
scheduler and the kubelet in the untrusted layer, the attacker
can launch two Pods with the same identity for a StatefulSet,
compromising execution integrity (Section 3.3). We propose
exclusionary guards (Section 5.2) as a locking mechanism to

ensure no security issues could take effect even in the case
where the adversary can arbitrarily disconnect any server
node and manipulate the clock of a node. As a result, before
the delegated kubelet pulls the trusted Pod according to the
configuration (mainly Pod name and namespace) from the
untrusted CRI shim, it should try to create an exclusionary
guard, and only continues to proceed if successful.

For secure crash-recovery of k8s, the ground truth of clus-
ter states, etcd, should be protected, which increases the
overheads. By observing that some k8s objects for operation
and maintenance are not necessary to store in the trusted
etcd, Pyramid proposes separate etcds for data of different
security levels to further improve performance, as an opti-
mization named object divergence (Section 5.3).
Overall workflow. To bootstrap a trusted layer, a set of

VM TEEs are launched for control and data planes, and attest
to the tenant by providing the measurement of the trusted re-
gion, including the hardware environment, bootloaders, OS
kernels, and k8s components [79]. After the tenant finishes
attestation, it has established secure channels with all VM
TEEs and then distributes certificates and keys to the trusted
k8s components for inter-component TLS connections [77].
As the tenant cluster scales up, a new trusted node without
resource reservation is created on a host node, followed by
remote attestation. Recall that a tenant may be a company
with administrators and developers (Section 3.1). After an
administrator performs attestation, others (in the same com-
pany) do not need to install and verify the cluster, because
they are the same tenant. For service users, as they trust
the tenant (Section 3.1), no attestation is required for users.
Instead, the tenant informs the users that the cluster attesta-
tion passes. Constellation and CoCo also perform attestation
for tenants instead of users [48, 85]. If users does not trust
the tenant, the case would be much more tricky. Although
the attestation reports can be reused by the users as in CoCo,
tenants can still manipulate in-Pod runtime states of users
through kubectl exec [101]. Banning such commands sac-
rifices functionality. We leave it to future work.
Without loss of generality, consider the tenant deploys

a StatefulSet object through kubectl. The request securely
arrives at the trusted API server through the secure channel.
Then the StatefulSet is stored in the etcd. After the trusted
StatefulSet controller sees a new object, it generates its af-
filiated Pods, following the aforementioned Pod creation
workflow. We remark that the trusted objects never leave the
trusted layer and they only flow through secure channels
between trusted k8s components, so their confidentiality,
integrity, and freshness are naturally ensured.
StatefulSet deletion is relatively simple. As the webhook

intercepts the Pod deletion request, it requests to delete the
shadow Pod. Simultaneously, the delegated kubelet watches
a Pod deletion and stops the trusted Pod. The exclusionary
guard will be deleted only when the Pod is logically stopped
(Section 5.2). Finally, the untrusted kubelet also watches a
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shadow Pod deletion, and reclaims the resource. Note that
the deletion procedure in the trusted layer does not rely on
any components in the untrusted layer, so it is secure.
Vcluster integration. Besides directly on k8s, Pyramid

can also run on other multi-tenant architectures such as
Vcluster (Section 2.3). As shown in Figure 6 (which combines
Figure 5 and Figure 1), compared to Pyramid on k8s, it in-
troduces an additional untrusted tenant cluster. Importantly,
this extension does not affect the security of the trusted ten-
ant clusters on top of it (comparing Figure 5 and Figure 6),
and thus the hard multi-tenancy isolation among trusted
tenant clusters is the same as described before and remains
valid. The untrusted tenant cluster in Vcluster merely af-
fects how the untrusted-layer host cluster is implemented,
which saves us a lot of engineering efforts (e.g., natively han-
dling object name conflicts from different tenants) to support
multi-tenancy. Note that the untrusted tenant layer does not
possess a data plane, so the CRI shim is on the host data
plane for Pod configuration forwarding.

4.2 Analysis
We defer the security and performance analysis to Section 6
and show that the other goals in Section 3.4 are achieved
in this section. For unified resource management (Goal 2),
Pyramid shares a scheduler, which cooperates with the del-
egated kubelets across multiple clusters. Moreover, the lay-
ered architecture embodies the add-on feature and is com-
patible with multiple architectures (Goal 3). The Pyramid
implementation pays special attention to minimizing the
required changes to the k8s core components. Figure 5 has
highlighted themodified parts in Pyramid in blue. The sched-
uler is shared between the two layers, and the removal of the
scheduler in the trusted layer is done by simply terminating
a running binary. Except for the delegated kubelet in the
trusted layer, we implement all the other modified compo-
nents by only utilizing the extension points of the k8s frame-
work. We modify ∼1200 lines in total, including ∼750 for
extension points. Besides, we do not sacrifice any function-
alities, such as cluster-wide object management, kubectl
exec and kubectl logs, owing to the whole protection of
k8s, facilitating operation and maintenance (Goal 4).

5 Key Techniques
As mentioned in Section 4.1, Pyramid leverages a novel
abstraction called shadow Pods for unified resource manage-
ment, together with exclusionary guards to defend against
malicious orchestration. These mechanisms try to maximally
utilize various extension points explicitly or implicitly pro-
vided by k8s, entirely avoiding modifying the k8s core com-
ponents in the untrusted layer, and minimizing the intrusive
modification of those in the trusted layer. We introduce them
in this section, as well as the object divergence technique
which further improves performance.

5.1 Shadow Pods

Listing 1. An example of a Pod object: nginx.yaml
apiVersion: v1
kind: Pod
metadata:
name: hello−1 # Pod name

spec:
containers:
- name: hello # container name
image: myimage # image to be pulled
command: ["printenv"] # command to be executed as the container

starts
args: ["MY_POD_NAME"] # args for the command
env: # accessible env vars in the container
- name: MY_POD_NAME # env var name
valueFrom: # value source of env var
fieldRef: # downward API
fieldPath: metadata.name # Pod field

- name: secret
value: "this is a secret!"

volumeMounts: # where to mount volumes
- name: foo # volume name
mountPath: "/config" # within the image
readOnly: true

volumes:
- name: foo # volume to be mounted
configMap: # type of volume: configMap
name: myconfigmap # dependent configMap

Listing 2. The shadow Pod corresponding to Listing 1
apiVersion: v1
kind: Pod
metadata:
name: hello−1 # nonsensitive

spec:
containers:
- name: dummy
image: k8s.gcr . io−pause:3.1 # dummy image

It is the Pods that actually consume resources rather than
the high-level workloads like a StatefulSet, which is eventu-
ally transformed into Pods. Pods are also the unit of sched-
uling. Therefore, Pyramid does not shadow high-level ob-
jects, but only intercepts Pod requests and generates shadow
Pods (Section 4). A shadow Pod is a desensitized resource-
consuming representative managed in the untrusted layer
for the corresponding Pod in the trusted layer.
Shadow Pods should ensure that (1) all private informa-

tion is removed or replaced with insensitive data; and (2)
no unexpected fault is triggered during the lifecycle of the
shadow Pod (e.g., if the trusted Pod depends on other ob-
jects in the trusted layer and the shadow Pod preserves the
dependency, a resource-not-found fault would occur since
no such objects exist in the untrusted layer); and (3) shadow
Pods themselves take minimal resources (e.g., if a trusted Pod
requires an image and the image field is unchanged for the
shadow Pod, unnecessary storage occupation would occur).
Therefore, we first comprehensively analyze the fields of
Pods to categorize them to apply different processing strate-
gies. Moreover, we recognize the potentially referred objects
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Table 2. Summary of rules to adjust fields during shadow
Pod generation. Other fields not listed are kept.

Action Field

Removed .spec.<Container>.command/args/workingDir,
.spec.<Container>.env/.envFrom,
.spec.<Container>.lifecycle/securityContext,
.spec.<Container>.stdin/stdinOnce/tty,
.spec.serviceAccountName,
.spec.automountServiceAccountToken,
.spec.securityContext

Modified .metadata, .spec.<Container>.name/image/ports,
.spec.<Container>.volumeMounts/volumeDevices,
.spec.volumes/<Scheduling>

Kept .spec.<Container>.resources, etc.

that also need shadows for shadow Pods to run correctly.
Finally, we try to avoid double resource consumption.

The fields in a Pod specification are extremely diverse [95].
They include information about containers, involved vol-
umes, service accounts, hostname, etc. First, we observe that
we can safely preserve most fields in the shadow Pods and
these fields do not depend on other shadow objects. For ex-
ample, .spec.<Container>.resources specifies the bud-
get of CPU and memory, and we keep it for the untrusted
kubelet to account for the resources taken by the trusted
Pods. Second, some fields that depend on other shadow ob-
jects can be directly removed without causing faults (e.g.,
fields about configMaps and ServiceAccounts), because their
relevant untrusted execution results are not needed by the
trusted layer, i.e., the trusted layer generates and consumes
the dependent objects within itself. Third, a limited num-
ber of fields need removal or replacement for confidential-
ity reasons and proper resource management. For example,
the .spec.<Container>.env field containing the sensitive
values of environment variables should be removed; the
required .spec.<Container>.image field designating the
image to be pulled should be replaced with a dummy one
(e.g., k8s.gcr.io/pause). We also add key-value pairs in
.metadata.annotations to indicate the Pod is a shadow
Pod, thus the container runtime behind the CRI shim will
not pull images in the untrusted layer. Finally, note that for
volumes such as local [96], which does not store sensitive
metadata as ConfigMap does, the untrusted layer should
account for their consumed resources and hence the cor-
responding volumes should not be removed. Table 2 sum-
marizes the field adjustment rules, which need updates as
API changes. Note that shadow Pod generation (e.g., from
Listing 1 to Listing 2) is automatically performed by a trusted
webhook following the aforementioned rules.

We remark that the substitution and removal of fields
in shadow Pods put some restrictions on the specification
of the trusted Pod object. The tenant should pay attention

to the cases where a field value depends on a value in the
same Pod object (i.e., downward APIs) and is consumed be-
fore the workflow comes to the CRI shim; otherwise, it may
crash the untrusted kubelet. For example, the untrusted
kubelet may try to operate on a non-existent directory if
.spec.volumes.hostPath.path depends on a field in the
same object. We can add a webhook at the API server to
check the tenants’ trusted Pods to forbid this usage. Fortu-
nately, for common downward API usage, the dependent
values are consumed inside the (trusted) Pod instead of the
untrusted kubelet, and before the consumption, values are
resolved from scratch after the delegated kubelet fetches the
Pod object. Therefore, the to-be-used values are independent
of the wrong values resolved in the untrusted layer.
After the shadow Pod with properly set fields arrives at

the untrusted kubelet, resources including CPUs, memory,
and persistent storage are allocated, and the related configu-
rations are passed to the CRI shim. Pyramid’s custom CRI
shim does not run a shadow Pod. Instead, it forwards the Pod
configurations to the delegated kubelet in the trusted layer.
Besides, it dynamically expands memory and virtual CPUs
for the trusted node [58, 69, 113], and it also attaches the
allocated resources, like persistent volumes, to the trusted
node. We remark that the applications should handle the
encryption of data stored in volumes, unless trusted stor-
age hardware equipped with TEE-IO is used with VM TEEs
(Section 2.1). This requirement also applies to CoCo [12] and
Constellation [85]. When a node is under resource pressure,
the untrusted kubelet can evict both untrusted Pods and
trusted Pods via shadow Pods, and reclaim the resources.
Apart from the call to run and stop a Pod, for other CRI
invocations, the custom CRI shim always identifies requests
related to the shadow Pod and acts as an interceptor.

5.2 Exclusionary Guards
From the received Pod configurations, the delegated kubelet
in the trusted layer will mainly consume (1) the name and
namespace fields indicating the Pod intended to launch, and
(2) the path of allocated resources (e.g., volume). We have
stated that resource-related information (2) is insensitive. As
for (1), the untrusted layer may fool the delegated kubelet to
run a wrong Pod. Given that only trusted objects flow in the
trusted plane (Section 4.1), the delegated kubelet may mis-
takenly fetch an unintended Pod instead of a misconfigured
Pod. Although a Pod object is uniquely stored in the etcd,
the attacker can still spawn two Pods with the same name
on different nodes since each delegated kubelet pulls the
Pod object independently, compromising execution integrity
(Section 3.3). Even though the high-level workload resources
like StatefulSets and their controllers already impose a set
of constraints for orchestration, the constraints are partially
invalidated due to the untrusted scheduling.

Our key insight is that, the problem can be solved if a lock
is held by the node during the Pod’s whole life, preventing
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Figure 7. Pod deletion workflow. Operations marked with *
are activated if the node is unreachable.

other nodes from acquiring the lock and creating another
Pod for the same configuration. Two same Pods thus can-
not remain alive simultaneously. The lock is released when
the Pod is stopped and deleted. Note that before a Pod ob-
ject is deleted, typically the Pod should have been already
stopped, unless using forced termination that is not recom-
mended [14]. However, a node may crash or be maliciously
disconnected. The former case is common, and Pod recovery
from crashed nodes requires the lock to have been previously
released. In the latter case, the Pod still runs on the node.
Since we cannot distinguish between the two situations, we
cannot simply revoke the lock for the node; otherwise, the
attacker may successfully launch two identical Pods. Note
that Constellation is also vulnerable to this attack due to its
inability to stop the unreachable Pods.
The k8s framework natively provides the Lease objects,

which are originally designed for node heartbeats and leader
election when multiple schedulers or controllers exist [93].
Utilizing leases with accurate clocks seems effective in solv-
ing the issue. Concretely, the lease for a Pod would be re-
leased after the underlying node is intentionally or acciden-
tally disconnected for a certain period of time. However,
since TEEs do not provide trusted clocks [8, 39]1, relying
on timed leases may cause security issues [99]. Moreover,
from a performance aspect, periodical renewing leases would
heavily stress the etcd.
We propose exclusionary guards, locks without timed re-

lease. Hence, Pods do not need to periodically renew their
guards. Podswith different specifications have different guards.
Deletion of the Pod accompanies the release of the cor-
responding guard. For unreachable Pods (thus cannot be
deleted), our key idea is that, as long as the unreachable
Pod cannot affect other (trusted) Pods via shared storage
and network, the Pod logically stops. The shared storage is
typically cloud storage or a network file system (NFS), which
is also accessed through the network. Therefore, for Pods un-
der control, just rotating their credentials (e.g., certificates) for
network communication can achieve the goal. Guard creation
and normal deletion are performed by the delegated kubelet.

As the node becomes unreachable, including network par-
tition or node failure, we observe that in k8s when the node
controller detects it, it marks the node status as Unknown,
1Intel SGX previously provided trusted time, but deprecated it later for
security reasons [39].

and creates an Eviction object for the API server to evict
the Pod. Therefore, Pyramid deploys a custom controller,
which watches the corresponding Eviction object and the
Unknown state of its underlying node. The controller can
conclude that the node is unreachable and rotate the creden-
tials for connected Pods belonging to the same high-level
workload. For credential rotation, generally, current CNI
plugins (e.g., cilium) support rotation [27], which involves
restarting the connected Pods to activate new configurations,
while old Pods hold the old credentials. Some cases are free
of Pod restart. For example, by utilizing network policy [97],
changes to some fields (e.g, ingress) can prevent access from
old Pods. Once the rotation finishes, the controller releases
the guards to launch fresh Pods. Figure 7 shows the workflow.
The same applies if the attacker makes the node unhealthy
(e.g., by blocking healthy checks) while keeping all other
network traffic. If a single Pod is identified as disconnected
while the underlying node behaves normally, the Pod can be
finally stopped and deleted through the original workflow of
k8s, because attackers cannot maliciously disconnect a Pod
inside a node without crashing the node.

5.3 Security-Enhanced Etcd
Merely placing the etcd into TEEs does not guarantee secu-
rity, as disk storage remains outside the protection scope [105].
While several distributed secure storage designs exist [18,
105], implementing a k8s-compatible trusted etcd using these
approaches is complex. We design a trusted etcd following
our main principle of no intrusive modifications to the origi-
nal etcd. We leave dedicated etcd designs to future work.
We utilize the dm-crypt and dm-integrity features in

the Linux kernel to transparently encrypt and authenticate
persistent data. To guarantee data freshness, we leverage a
trusted counter service [7, 66] to protect the backend store. In
etcd v3, the backend store (the Raft state machine) contains
an index tree that maps keys to corresponding value revi-
sions, as well as a persistent store that maps each revision to
the changes of key-value pairs in that revision. The Raft log,
as the ground truth, is append-only and can be protected
using a hash chain [42]. As a result, we find that if we bind
the latest trusted counter with (1) the newest index of the
committed log entry, (2) the tail of the hash chain (up to the
last committed entry), and (3) the current revision before
applying the committed log entries to the state machine,
we can guarantee freshness. The modification of etcd only
involves ∼10 lines of code.

Accessing trusted etcd now becomes more expensive. We
observe that not all API resources need to be stored in the
trusted etcd. Examples include resource specification APIs
like ResourceQuotaSpec (setting quota restrictions per names-
pace) and PersistentVolumeClaim (requesting for and claim-
ing to a persistent volume), and operational and mainte-
nance APIs like Event (recording cluster events in a best-
effort manner) [92]. Therefore, we propose object divergence
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to store these insensitive objects to another untrusted etcd
for better performance, without relying on Pod developers
to designate. We utilize the built-in API server configura-
tion --etcd-servers-overrides to route different API re-
sources to different etcd clusters. To avoid deploying another
untrusted etcd cluster for the trusted layer, Pyramid reuses
the etcd in the untrusted layer and avoids potential conflicts
with untrusted objects by setting the -etcd-prefix string
flag [91], which puts all insensitive API resources in the
trusted layer on the directory with a prefixed path.

6 Evaluation
6.1 Experimental Setup
Platform.We use a cluster with 1 master node and 5 worker
nodes connected with 25Gbps network. Each supports AMD
SEV-SNP [4] powered by an AMD EPYC 7713 processor
of 3.67GHz with 64 cores and 256GB RAM. We establish
external trusted and untrusted etcd clusters within VM TEEs
and regular VMs, respectively. We use external etcd clusters
by default. For the trusted counter service, we add a 20ms
delay during the data commit to mimic the cost to access it.

Workloads. K-Bench [111] is a specialized benchmarking
tool for k8s. We use K-bench to generate Pod operations
such as create, delete, and list to test the performance
of the control plane. We vary the number of tenants in the
K-Bench generator to stress the cluster. For data plane per-
formance, we test several real-world applications including
PHP-Apache (web servers), Redis (a distributed in-memory
database), and Apache Kafka (a distributed event streaming
platform) by deploying them as Pods and using their respec-
tive benchmark tools to obtain the maximum throughput.
Baselines. In addition to the k8s as the insecure base-

lines, our evaluation also includes the minimal protection
scheme without security patches (i.e., CoCo [12]), and the
monolithic protection scheme (i.e., Constellation [85]), as
the secure baselines. Only Constellation approaches the se-
curity of Pyramid, although it is still a weaker scheme than
Pyramid for lack of protection against malicious node dis-
connection (Section 5.2). For Pyramid, we evaluate both
Pyramid on Vcluster (by default, denoted as Pyramid-V)
and Pyramid directly on k8s (denoted as Pyramid-K). Be-
sides, since the design of trusted etcd is an independent issue,
we show the control-plane performance both when using
the trivial method (just put etcd into trusted VMs, marked
as “w/o secure etcd”) and when using our enhanced design
introduced in Section 5.3.

6.2 Control Plane Performance
For operations like delete and list, all systems (w/o secure
etcd) perform similarly, including Pyramid, since Pyramid
does not involve additional network round trips for such
simple operations. We mainly focus on create, which is
more representative. Figure 8a shows the latency increases

10 20 30 40 50 60
# of tenants

0

5000

10000

Ti
m

e 
(m

s)

K8s
CoCo

Constellation (w/o secure etcd)
Pyramid-K (w/o secure etcd)
Pyramid-V (w/o secure etcd)

Constellation
Pyramid-K
Pyramid-V

K8s
CoCo

Constellation (w/o secure etcd)
Pyramid-K (w/o secure etcd)
Pyramid-V (w/o secure etcd)

Constellation
Pyramid-K
Pyramid-V

(a) Latency

10 20 30 40 50 60
# of tenants

0

200

400

Th
ro

ug
hp

ut
(P

od
s/

m
in

)

K8s
CoCo

Constellation (w/o secure etcd)
Pyramid-K (w/o secure etcd)
Pyramid-V (w/o secure etcd)

Constellation
Pyramid-K
Pyramid-V

K8s
CoCo

Constellation (w/o secure etcd)
Pyramid-K (w/o secure etcd)
Pyramid-V (w/o secure etcd)

Constellation
Pyramid-K
Pyramid-V

(b) Throughput

Figure 8. Overall performance for control planes.

as the workloads become heavier in all systems due to the
increasing loads on the etcd.

If we do not use secure etcd, Constellation shows 5% addi-
tional cost over k8s on average, demonstrating the overheads
of VM TEEs, while Pyramid-K and -V show 11% and 14%
overheads, respectively. Compared to CoCo, Constellation,
Pyramid-K and -V show speedups of 1.35× to 1.98×, 1.23×
to 1.79×, and 1.10× to 1.91×, respectively. The overheads of
CoCo mainly result from the VM TEE creation for each Pod.
As more workloads stress the hypervisor, the speedup over
CoCo becomes larger. CoCo uses the untrusted control plane
directly and does not use secure etcd, which has security is-
sues. If we further consider and evaluate CoCo with patches
in Section 3.3, it would involve frequent interaction with
remote clients during Pod creation, causing more cost than
what we show here. Besides, the slowdown of Pyramid-K
and -V over Constellation decreases from 1.10× and 1.22×
to 1.02× and 1.03× as we add more tenants, because the ad-
ditional network traffic overheads between untrusted and
trusted layers for Pyramid-V are dwarfed by the overheads
of etcd accesses, which both systems suffer from.
On the other hand, using secure etcd incurs additional

slowdown of 1.20×, 1.05×, and 1.08× for Constellation, Pyra-
mid-K, and -V, respectively. The smaller overheads for Pyra-
mid-K and -V result from the object divergence optimization.
Pyramid-K and -V achieve 1.08× and 1.02× speedups over
Constellation. The difference lies in that an additional layer
introduced by Vcluster incurs additional network round trips.
Besides, Pyramid-K and -V cause 1.17× and 1.23× overheads
on average compared to the vanilla k8s, while achieving
1.46× and 1.35× speedups than CoCo.

Looking at the latency breakdown, scheduling and Pod
launching dominate the end-to-end control plane time for
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Figure 9. Comparison between different etcd techniques.

all systems, while their respective portions vary. For k8s,
scheduling accounts for about 50%, while for CoCo, Con-
stellation, Pyramid-K, and -V it is 33%, 51%, 58%, and 62%,
respectively. Scheduling is dwarfed by Pod launching time
in CoCo. For Pyramid-K and -V, scheduling involves com-
munication among more planes, thus taking longer.
The throughput exhibits a similar trend as shown in Fig-

ure 8b. On average, the throughput of Pyramid-V is 1.03×
faster and 1.09× slower than Constellation, with and without
secure etcd, respectively. The throughput of CoCo is higher
than Pyramid-V at first. However, as the workloads increase,
the throughput of Pyramid-V overtakes that of CoCo, since
Pod launching in CoCo is more expensive. Compared to in-
secure k8s, the overheads of Pyramid-V with secure etcd
vary from 1.5× to 1.1× with the increasing workloads.

Effect of trusted etcd.We evaluate Pyramid with trivial
etcd, etcd enabling dm-crypt and dm-integrity (DM), etcd
with freshness guarantee using counter services (CNT), and
optimization of object divergence (OD), as shown in Figure 9.
DM brings the dominant overheads to secure etcd, ranging
from 1.27× to 1.14× as the number of tenants increases. It
demonstrates the extreme case of trading performance for
transparent encryption on persistent data. Besides, the addi-
tion of counter service (CNT) only occurs 2% overheads on
average. Object divergence (OD) brings 1.1× speedup since it
redirects the non-sensitive accesses targeting a trusted etcd
to an untrusted etcd, reducing the cost.

6.3 Data Plane Performance
The moderate control plane overheads presented in previous
subsections mainly trade for (1) non-intrusive modification
and pluggable implementation, and (2) better resource uti-
lization for higher data plane efficiency. Here we show the
second benefit. We mainly compare Pyramid-V with Con-
stellation because Pyramid-K, k8s, and CoCo naturally unify
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Figure 10. Data plane throughput for real-world workloads.

the resource management and should be the same as Pyra-
mid-V in terms of resource fragmentation. In a single-tenant
setting, the tenant occupies the whole cluster, and Pyramid
and Constellation should have similar resource fragmenta-
tion. When there are𝑛 tenants, one tenant occupies a portion
of the cluster. Cloud providers usually sell virtual server in-
stances with different capacities that are formed by splitting
the physical nodes. We assume that each of the 𝑛 tenants
requests 5 virtual nodes, each with 1/𝑛 capacity of a physical
node. For Constellation, Pods are scheduled separately in
each tenant cluster. We deploy real-world applications indi-
vidually using their benchmark tools to saturate the cluster.
Then the throughput on all tenant clusters is summed and
compared with the throughput in Pyramid.
We study PHP-Apache, Redis, and Kafka, which mainly

consume CPU resources, memory resources, and both, re-
spectively. As shown in Figure 10, with the tenants increasing
from 2 to 16, the throughput improvement of Pyramid over
Constellation varies from 1.06×, 1.02×, and 1.07×, to 1.47×,
1.41×, and 1.67×, for PHP-Apache, Redis, and Kafka, respec-
tively. The less resource fragmentation, the more Pods can
be deployed, and the higher throughput for Pods’ clients.

6.4 Resource Utilization at Large Scales
To model the real-world scenario where there is a large-scale
and heterogeneous k8s cluster holding mixed applications,
we use a real-world dataset and the state-of-the-art open-
source scheduler simulator [108] to evaluate the resource
utilization for Pyramid and Constellation. Specifically, the
dataset contains thousands of Pods with different resource
requirements and around 1000 nodes with different resource
capacities. The Pods are categorized into long-running (e.g.,
services) and short-lived Pods (e.g., computing tasks). Be-
cause the nodes have different capacities, the evaluation
methodology is as follows. For each evaluation point, each
cluster is initialized with no nodes, and the same set of Pods
are evenly distributed to all tenants. As a Pod is requested,
we allocate a best-fit node for it. If the Pod can fit in an exist-
ing node, no additional node is allocated. For long-running
Pods, we quantify the scheduling capability by considering
the ratio of the total amount of resources occupied by the
Pods to the total capacity of allocated nodes. The larger the
ratio, the less waste there is for nodes. On the other hand, for
short-lived Pods, the ratio fluctuates over time and becomes
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Figure 11. Resource utilization for long-running Pods.
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Figure 12. Allocated resources for short-lived Pods.

less meaningful. Therefore, we mainly count the amount
of allocated resources to quantify resource utilization. The
fewer allocated resources, the better.

The resource utilization for long-running Pods is shown in
Figure 11. As the number of tenants increases, the saving of
CPU cores is amplified to 3.5%, and that of memory reaches
22.5%. For short-lived Pods, as shown in Figure 12, if there
are 20 tenants, the number of allocated CPU cores is reduced
from 3968 to 1408, and the allocated memory is diminished
from 23 808GB to 8448GB, by a significant factor of 2.8×.

6.5 Security Analysis
We place everything excluding the scheduler into TEEs and
restrict the interface from the untrusted CRI shim to the del-
egated kubelet (Section 5.1). All the metadata in the trusted
layer are stored in the trusted etcd, which is protected by
TEEs and trusted counter services. As the metadata leave the
TEE memory, they are transparently encrypted and authen-
ticated. The metadata (e.g., trusted Pod objects) only flow
inside the trusted layer. Although the scheduler is removed
to ensure all tenants rely on the centralized host scheduler
for scheduling, it does not lead to the metadata flowing to the
untrusted layer. Instead, shadow Pods are generated inside
the trusted layer and flow to the untrusted layer, with sensi-
tive fields removed. Therefore, attackers cannot compromise
the integrity of trusted Pods by distorting the remaining
fields in shadow Pods, given that the trusted layer spawns
Pods according to the specification stored in the trusted etcd,
not relying on the shadow Pod’s specification.

To automatically protect tenant and user data inside Pods,
as data leave TEEs through I/O, they are transparently en-
crypted and authenticated for both storage and network
communication. Besides, object divergence only exposes re-
source information and events. Events are sanitized, and the
k8s functionalities in the trusted layer do not rely on the
integrity of events.

Remaining attacks only include maliciously running or
stopping a Pod through the untrusted CRI shim, as well as
network manipulation. We rely on the technique of exclu-
sionary guards (Section 5.2) to ensure that the attackers can
only maliciously delete Pods or drop (encrypted) network
packets, which is equivalent to accidental Pod crashes that
must already be considered by distributed applications and
can be addressed by consensus protocols (e.g., Paxos [52]
and Raft [72]). Thus Pyramid provides the same security
as normal distributed systems. Besides, for vulnerabilities
explicitly related to k8s API manipulation [75, 76], Pyramid
solves them since the control plane is fully protected.

7 Related Work
There has been some previous work using TEEs to protect
k8s. As illustrated in Section 3, Constellation [85] is a mono-
lithic protection scheme that puts all k8s components into
TEEs, while CoCo [12] only protects Pods using TEEs. Both
Constellation and CoCo are based on VM TEEs. However,
some designs also combine process-based TEEs like Intel SGX
(Section 2.1) with k8s. MarbleRun [34] can be installed on k8s
clusters supporting SGX. It is used to orchestrate enclaves
and build service-to-service communication among enclaves.
Enclave-cc [28] acts as a container runtime (similar to CoCo),
but the containers are protected by SGX. SCONE [82] and
Vaucher et al. [103] also use SGX to protect containers.

As for k8s multi-tenancy, there are mainly three types
of isolation: multi-cluster, virtual control plane, and names-
pace. Multi-cluster is a straightforward way to isolate ten-
ants. As for virtual-control-plane-based methods, apart from
Vcluster [60] and virtual cluster [114], Kamaji [16] also pro-
vides dedicated control planes to tenants and runs control
plane components inside Pods on the supercluster. Official
hierarchical namespace (HNC) [98] extends the original k8s
namespace to support further dividing a namespace into
sub-namespaces. Capsule [87] can union multiple k8s names-
paces as a group to a tenant. Kiosk [59] also utilizes the k8s
namespace and is pluggable to any existing k8s cluster.

8 Conclusions
We propose Pyramid, a novel container orchestration system
that integrates VM-based TEEs into the k8s framework, in or-
der to provide both security for private data processing, and
flexible and efficient resource management across multiple
tenants. The key design principle of Pyramid is to minimize
intrusive changes to the highly complicated k8s code base
and workflow. We therefore introduce a separate trusted k8s
on top of the original untrusted k8s cluster and make them
cooperate on resource allocation. We demonstrate two im-
plementations of Pyramid: Pyramid-K directly running on
k8s, and Pyramid-V integrated with Vcluster. We compare
them against both the original insecure k8s system and the
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two straightforward design principles of monolithic and min-
imal. Our evaluation shows that Pyramid can achieve 1.4×
speedup on the data plane, with comparable control-plane
performance to the two secure baselines.
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A High-Level API Resources in Kubernetes
We can type kubectl apply -f nginx.yaml, with the file
shown in Listing 3, to create a Deployment object. The field
.spec.replicas indicates 5 nginx Pods to be created, and
k8s automatically detects the liveness of these Pods. If any
of them crashes, a new one is created by k8s to maintain
the desired amount of running Pods. To update all the 5
nginx Pods to use a new image, e.g., version 1.25.2, we can
type kubectl set image deployment.v1.apps/nginxd
nginx=nginx:1.25.2. Likewise, a single command kubectl
scale deployment/nginxd –replicas=6 scales the De-
ployment to 6 Pods.

Listing 3. An example of a Deployment object: nginx.yaml
apiVersion: apps/v1
kind: Deployment
metadata:
name: nginxd # object name

spec:
replicas: 5 # number of Pods
selector:
matchLabels:
app: nginx # has to match .spec.template.metadata.labels

template:
metadata:
labels:
app: nginx # has to match .spec.selector.matchLabels

spec:
containers: # this Pod runs one container
- name: nginx # container name
image: nginx:1.24.2 # Docker Hub image
ports:
- containerPort: 80 # exposed port

While Deployments are suitable for stateless workloads,
StatefulSets are for stateful workloads like MySQL [32, 33],
which require persistent storage [104]. The MySQL service
has a leader-follower topology, where one leader handles
both read and write requests, and the followers only handle
reads. Deploying it using a StatefulSet naturally follows the
topology because the StatefulSet maintains a sticky identity
for each of its Pods, from 0 to the number of replicas, and
each has its own storage volume. Different roles (leader or
follower) can be assigned to the Pods according to their
identities (Section 3.3).

Apart from the up-and-running service Pods deployed
through Deployments and StatefulSets, task Pods that run
to the end can also be deployed in k8s through a high-level
workload abstraction named a Job. For example, AI/HPC
workloads can run on k8s using Jobs [26, 61, 68]. The job can
ensure that all Pods successfully complete.

B Pod-Level Attacks on CoCo
Lack of protection on Pod objects. Obviously, the Pod
object, either in the format of config.json processed by the
low-level container runtime, or in the format of the internal
object processed by k8s core components like the API server,
is controlled by the untrusted host. Therefore, the attacker
can tamper with and snoop the Pod metadata. For example
in Listing 1, the attacker can trivially get the value of the en-
vironment variable named secret. Moreover, it can replace
the command to be executed as the container starts with
an arbitrary malicious command. Given that downward API
is provided to expose Pod information to its containers to
use, for example, applications in container hello can use the
Pod name hello-1 through the MY_POD_NAME environment
variable, all fields specified in the YAML file should keep
their integrity while some may also need encryption.
Lack of protection on referenced resource objects.

The Pod metadata can not only be directly specified in the
Pod object but also determined by resolving the referenced
object. For example, supposing that a configMap named
myconfigmap contains some key-value pairs, the container
hello can use those pairs by mounting the configMap at the
path /config inside the container. Therefore, the referenced
object should also be protected.
Lack of protection on Pod lifecycle. In the minimal

protection scheme, we notice that the untrusted host man-
ages the Pod lifecycle by sending the command into the VM,
including the start and stop of its containers. Considering a
Pod only owns one container and the container may write
to persistent storage, an attacker can maliciously spawn two
identical containers in the Pod, thus sharing the storage and
causing incorrect results due to unexpected concurrency is-
sues. Besides, kubectl [21] allows a tenant to execute any
command in its running Pods. From the view of Pod VMs,
the command comes from the untrusted host and may be fal-
sified. It is undesired to simply disable the functionality since
it is commonly used in operation and maintenance [1, 63].
One may consider a whitelist allowing certain types of com-
mands to execute, which needs a careful tradeoff between
security and functionality [19, 106]. One may also consider
using a secure channel for the tenant Pod to deliver com-
mands. However, k8s components like kubelet also need to
send commands to containers (e.g., container probes [14]).
The case is intractable since k8s components are not in pro-
tection.
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