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Abstract. Privacy-preserving computing techniques have been recently developed in
two complementary directions. Cryptography-based multi-party computation (MPC)
is provably secure but not performant, while hardware-based trusted execution
environments (TEEs) trade security provability for high performance. Although
some previous works have combined MPC and TEEs, they obscure a key question:
If TEEs are fully trusted, what is the necessity of such combination which simply
hurts performance? Or, if TEEs are not trusted, to what extent are they untrusted?
We answer this question by formalizing a filmy enclave model to capture practical
TEE features, where only the integrity of TEE content and the confidentiality of
cryptographic procedures are guaranteed. With such TEEs, we can upgrade semi-
honest MPC protocols to defend against malicious attackers. Data confidentiality
is ensured through MPC protocols, while execution integrity is guaranteed by the
code integrity within TEEs and our novel security designs. These designs safeguard
all external inputs, including pre-generated correlated random numbers for MPC
protocols and enclave state checkpoints for fault-tolerant execution. Besides protocol
upgrade, we show filmy enclave models can also optimize communication for semi-
honest protocols. Our design exhibits significant performance advantages over existing
actively secure protocols.

Keywords: multi-party computation - trusted execution environment - enclave
model formalization - secret sharing protocol - crash recovery

1 Introduction

The seminal paradigm of secure multi-party computation (MPC) was first established by
Yao [Yao82]. Since then, it has drawn much attention from both academia and industry
and become one of the mainstream paradigms to achieve privacy-preserving data process-
ing [Yao82, Yao86, KS08, PSSW09, ZRE15, RR21, Sha79, CCD88, AFL'16, ABF*17,
BOGWS8, LX19, PS20, GSZ20, KPPS21, FCW*25, FCY*25]. MPC allows multiple par-
ties to collaboratively derive a result without revealing their own inputs to others. Given
different threat models, there is a large design space for MPC protocols [PGFW14]. The
two most commonly assumed adversarial scenarios are semi-honest (a.k.a., passive) and
malicious (a.k.a., active), where the former always sticks to the protocol but tries to steal
secret data, and the latter could do arbitrary actions to compromise security. Protocols
defending against malicious adversaries may incur much more overheads (e.g., as high as
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16x) than passively secure ones [Kel20a]. Therefore, although malicious adversaries are a
more practical assumption, most real-world applications only adopt passively secure MPC
protocols [FWCT21, RRGT21, RBST22, HLC*22, GIM*23, JGB™23, LKFV23].

Another prevalent paradigm for privacy-preserving computing is to leverage trusted
execution environments (TEEs) provided by the underlying hardware processors [Int18,
Int20, Alv04, ARM21, Kap17], which enables high-performance processing that approaches
the speed of insecure execution while offering confidentiality and integrity enhancements
inside hardware provided enclaves [ATGT16, LLP*19, STC*20, EHZH™22, WLLT22,
LLG23]. However, various TEE-related side channels are disclosed [LSGT17, XCP15,
VBWK™*17, GESM17, SWG'17, VBMWT18, CCXT19, MRR'15, ZS18, GMOO01] and
are shown to seriously compromise the confidentiality guarantee. Although software-level
protections can be incorporated [DSC*15, ZDB*17, SLKP17], comprehensive elimination
of side-channel vulnerabilities seems impossible, considering the trends of increasingly
complicated processor microarchitectures and enormous stealthy physical channels.

Consequently, there are efforts combining MPC protocols and TEEs [BBBT17, FKSW19,
CTH™19, LZZ*21, WNST22, DW23]. However, in their “combination”, TEEs are either
alternated with MPC based on different security requirements for different computation
phases, or act as a trusted third party to implement MPC. Instead, we tightly integrate
TEEs into MPC protocols to design new protocols, achieving the best of both worlds, with
provable security against malicious adversaries and high performance.

The first challenge of designing the integration and proving its security lies in accurately
determining the TEE security boundary. Some previous work [PST17] overestimated the
TEE’s capabilities by ignoring side-channel vulnerabilities; others undervalued the TEE’s
strength as guaranteeing only integrity [TZL"17], thus missing out on opportunities to
leverage TEEs in boosting MPC performance. To properly capture the practical behaviors
of TEEs, we formally propose a filmy enclave model, striking a more practical intermediate
position between the two extreme models. Concretely, compared with a fully secure enclave
with both confidentiality and integrity protection, in a filmy enclave, all user programs
except for cryptographic operations may reveal states to attackers. Here we leverage the
opportunity that cryptographic libraries are usually well-examined, less vulnerable to side
channels. The formalization of filmy enclaves provides the theoretical foundation for using
TEEs to enhance MPC protocols. Specifically, due to the lack of confidentiality for general
data, filmy enclaves cannot directly process plaintext data, and must use encrypted data
formats such as secret-sharing MPC protocols.

On the other hand, the integrity guarantee of filmy enclaves seems to be able to prevent
adversaries from deviating from the protocol. Unfortunately, similar to the conclusion
that TEEs cannot directly upgrade crash fault-tolerant (CFT) coordination protocols
to Byzantine fault-tolerant (BFT) [WDN'22], we observe that putting passively secure
MPC protocols into enclaves cannot achieve active security against malicious adversaries.
TEEs can only protect in-enclave processing and inter-enclave communication, but as
long as the adversary in the untrusted domain has opportunities to provide external
inputs for enclaves, it has the potential to compromise integrity. In practical system
implementations, such external inputs broadly exist. The pre-generated correlated random
numbers required by the protocol need to be dynamically loaded by the enclave as they
are progressively consumed during execution. Besides, real-world MPC applications (e.g.,
machine learning [MZ17, DEK20, ZDC*21, WWP22]) may take quite a long time, during
which the enclave or the underlying computer node may crash intentionally (i.e., maliciously)
or unexpectedly. Simply recomputing from the beginning would incur unacceptable costs,
thus appealing for fast crash recovery, which requires saving the intermediate states (a.k.a., a
checkpoint) and then loading the states into the renewed enclave. Many enclave applications
are designed to support checkpoints [PLD*11, MAK*17, BCLK17, KPW*19, ZCP*21].
As a result, the checkpoint states become another source of external input to the enclaves.
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To eliminate external input attacks, we design, formalize, and prove a generic paradigm in
the generalized universal composition (GUC) model, in order to upgrade MPC protocols
to active security under the practical filmy enclave assumption.

Apart from upgrading the security of MPC protocols, we further use the filmy enclave
model to optimize the communication performance of passively secure MPC protocols
by concentrating on essential primitives such as oblivious transfer (OT) and oblivious
product evaluation (OPE). Our key insight is that, given the enclave’s integrity protection,
we can ensure that a party can only decrypt the values designated by the protocol, but
no more than these allowed ones. Consequently, we reduce the communication cost of
semi-homomorphic-encryption-based OPE into a single round, and render random OT
almost devoid of communication overheads.

We combine the above protocol upgrades and optimizations into a new TEE-enhanced,
actively-secure MPC design named LORICAE. We implement LORICAE into the MP-SPDZ
framework [Kel20a] to fairly compare with existing passively-secure and actively-secure
MPC protocols. Our results demonstrate that with our security upgrade paradigm,
LORICAE is 1.2% to 71.4x and 1.2x to 32.0x faster than state-of-the-art MPC protocols in
the LAN and WAN settings, respectively, while both achieving active security. The offline
phase can be further accelerated by 1.1x to 2.3x using our performance optimizations.

To summarize, we make the following contributions:

e We formalize the filmy enclave model to capture a more natural usage of TEEs with

more practical security guarantees than previous TEE models.

e We find that simply incorporating TEEs into passively-secure MPC protocols does

not directly result in actively-secure designs, and illustrate the corresponding attacks.

e We design a novel framework that uses filmy enclaves to upgrade passively secure

MPC protocols to be resistant to malicious adversaries, with formal security proofs.

e We describe several optimizations for the communication performance of passively

secure MPC protocols under the filmy enclave model.

o We implement and evaluate the above designs as a new MPC system named LORICAE,

and show it achieves significant speedups over previous designs. We open source it
at https://github.com/tsinghua-ideal/loricae.

2 Preliminaries

2.1 Secure Multi-Party Computation

Many multi-party computation (MPC) protocols have been designed based on garbled
circuits [Yao82] or secret sharing [Sha79]. They are used to evaluate a function represented
as a circuit, comprising a collection of gates connected through wires. The gates represent
operations including addition, multiplication, comparison, and so on, while the wires
denote dependencies among gates. Threat models mainly fall into two categories based
on adversary behaviors. Semi-honest adversaries are curious to learn information about
other parties’ inputs while strictly following the instructions of the protocol. In contrast,
malicious adversaries are more powerful and are allowed to arbitrarily deviate from
the protocol in any ways [Can00, Lin20]. MPC protocols defending against malicious
adversaries typically incur several times more overheads than those only tolerating semi-
honest adversaries [KOS16, Kel20a, AFOT21, FCWT22]. For example, the actively-secure
version of [DEFT19] has 16X cost than the passively-secure version [Kel20a).

The security of MPC protocols among n participating parties holds until the number of
corrupted parties exceeds a threshold t. For example, protocols based on degree-t Shamir
secret sharing [Sha79] (denoted as [-];) tolerate ¢t < n/2 corrupted parties (i.e., the honest
magjority setting). A well-known protocol of such is BGW [GBOWS88, BOGWSS]|. Suppose
each party P;,i € {0,...,n — 1} holds a share z; of [z]; and y; of [y];. For the addition
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operation, each party locally computes z; = x; + y;. For multiplication, each party first
locally computes z; = x; - y;, where z; is a share of [z]y; instead of [z];. Then each party
shares z; as [z;];. Finally, all parties locally compute [z]; = c1[z1]t + - - - + ¢n[2n]¢ Where
{Ci}ie{o _____ n—1y are predetermined Lagrange coefficients. On the other hand, protocols
based on additive secret sharing [DPSZ12] (denoted as []) allow at most t = n — 1
corrupted parties (i.e., the dishonest majority setting) [Can00]. For example, the Semi
protocol [Kel20a] removes all steps required for malicious security from MASCOT [KOS16]
(optimized version of SPDZ [DPSZ12]). Its processing relies on offline pre-generated
correlated randomness, such as Beaver triples [Bea92]. More specifically, offline Beaver
triple generation requires oblivious product evaluation (OPE), where a party holding = and
the other party holding y can cooperatively compute z = z - y, and each party possesses a
share of z, without knowing the other’s secret [Gil99, KOS16]. OPE can be realized by
other cryptographic primitives, such as oblivious transfer (OT) and additive homomorphic
encryption (AHE) [KOS16, KPR18]. For the random OT variant where the input messages
are randomly sampled [CO15], we formalize it as fé’OkT 2 (L,0) = ((ro,71),7p)-

As malicious behaviors affect the availability of correct protocol outputs, the output
guarantees for honest parties have different levels. A common guarantee is security with
abort: if an honest party detects malicious behaviors, it may simply abort the protocol.

2.2 Trusted Execution Environments

Trusted execution environments (TEEs), such as Intel SGX [Int18], Intel TDX [Int20], ARM
TrustZone [Alv04], ARM CCA [ARM21], and AMD SEV [Kapl7], create a potentially
more efficient avenue for achieving data security, using hardware-based protection to avoid
excessive cryptographic computation cost. They split the execution environment on a
hardware processor into a trusted domain (we refer to it as enclave in this paper) and an
untrusted domain. The hardware guarantees the isolation between the two domains.

Apart from hardware-based isolation, attestation and sealing are two common features
provided by TEEs. Consider a case where there is a client and a server. The client wants
to outsource the computation on her secret data to the untrusted server, so she creates
an enclave on the server. Since the enclave is under the control of the untrusted server,
the untrusted server could load arbitrary code into the enclave, such as computing a
wrong result, or even directly dumping the secret data out of the enclave. Therefore,
attestation [AGJS13] is needed to ensure the code legality in the enclave. During the
attestation, a private and authenticated channel is built between the client and the enclave.

Since all the states in the enclave are volatile, they need to be persisted in the non-
volatile storage (e.g., disks) before the enclave closes. However, the non-volatile storage is
in the untrusted domain, therefore the to-be-persisted data should be manually encrypted
and authenticated with an application key. Given that the application key also belongs to
the volatile states, storing the key requires another key. To solve this recursive issue, the
enclave can generate an enclave-platform-specific sealing key by hardware [AGJS13]. This
key is used as a root key to protect the volatile states inside the enclave (including the
application key). The sealing key is determined by the enclave identity and the platform,
so the hardware can re-generate the same key to decrypt previously sealed states, but
malicious code cannot generate the same sealing key.

However, existing TEEs are not a panacea. Their security has been questioned
due to various side channels, including access-pattern-based attacks [LSGT17, XCP15,
VBWK*17, GESM17, SWG17], transient execution attacks [VBMW ™18, CCX*19], and
power /electromagnetic signal analysis [MRR 115, ZS18, GMOO01]. Although additional
programming efforts and/or software-level protections can be incorporated [DSCT15,
ZDBT17, SLKP17], it seems impossible to fundamentally solve the side channel issues. As
a result, in this work we recognize the existence of side channels and model such non-ideal
phenomena in TEEs to enhance security (Section 3).
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3 Filmy Enclave Model

To capture the effect of side channels and give a precise description about the security
guarantee provided by TEESs, we should first formalize the model of TEEs. Previously,
[PST17] formalized TEEs to have a trusted clock and protect confidentiality and integrity
simultaneously, completely ignoring side channels. On the other hand, [TZL*17] proposed
transparent enclave, based on the observation that various side channels mainly compromise
the confidentiality guarantee of TEEs. So this model assumes maximum leakage — all the
in-enclave program states, except the states for attestation (e.g., master signing key), can
be leaked to the untrusted domain. Thus the enclave only guarantees integrity.

However, we find that security for the attestation procedure (assumed in the transparent
model) almost implies security for other cryptographic procedures. In practice, the
attestation is also implemented in a software module [Cosl6, BWS19], which is not
fundamentally different from other in-enclave cryptographic procedures. Besides, the
same module involves other cryptographic keys. For example, Intel platforms persist the
attestation key outside enclaves with a sealing key [Cos16]. The sealing key must also be
secure if security is assumed for the attestation key. Therefore, we propose the filmy enclave
model, striking a more practical intermediate position between the fully-trusted enclave
model [PST17] and the transparent enclave model [TZL"17]. The key observation is that
cryptographic keys are typically better protected than data considering side channels, justified
by the following reasons: (1) Mature cryptographic libraries used in enclave SDKs [Int18] are
developed and audited by experts and possess good properties, such as constant-time and
oblivious execution [BCS13, BBCT 14, JXJ*22]; (2) With careful library implementations,
there may still be software-exploitable attacks like transient execution attacks [CCXT19,
Int22] and CPU architectural vulnerabilities [BKST22]. Those attacks can be mitigated by
meticulously placing memory barriers after security checks to thwart speculative execution,
by avoiding caching keys through movnti instructions (x86) and control register settings
(ARM), and by others [HGS25]. However, it is generally difficult to apply those techniques
to arbitrary user programs; (3) Other hardware mechanisms [ML05, BGGT13, NCR*23]
or dedicated co-processors [Cail9, FG13] further enhance cryptographic procedures. For
example, Intel TME-MK engine maintains a key table by hardware [Int17, ACET23].

Hence, we model that all user programs except for cryptographic operations may reveal
states to the untrusted domain, while the integrity of all states inside enclaves is preserved.
For existing TEESs, we need to incorporate the aforementioned techniques to approximate
the model as closely as possible, summarized as the following advice for future TEEs.

Advice for future TEEs. To fully realize the filmy enclave model, especially against
side-channel attacks (SCA), hardware designers need to carefully harden cryptographic
operations inside TEEs, e.g., through the use of SCA-resistant co-processors and register-
based key pinning during cryptographic execution. Besides, designers also need to enhance
in-TEE integrity guarantees by, e.g., redundant computations or validation metadata.

Model formalization. We adopt the universal composition (UC) paradigm [Can01, CR03],
specifically the generalized UC (GUC) model [CDPWOT], to precisely describe the filmy
enclave model Grgg as summarized in Functionality 1. Therefore, Grgg is a globally
shared functionality, which the environment Z directly interacts with. If a Grgg-hybrid
protocol GUC-realizes some functionality, any other programs executing simultaneously
will not affect its security. We defer the UC model details to the supplementary material.

The hardware manufacturer M would maintain the set of processors equipped with
TEEs in a registry reg, i.e., for a processor P with TEE support, we denote P € reg.
Besides, during the manufacturing process, a signing key pair denoted by (msk, mpk) is
initialized for the signature scheme X, and the private key msk is never exposed outside
the enclave. The attestation report will be signed using msk, while the challenger uses
the public key mpk to verify the report. Grgpg captures the anonymous attestation



78 Loricae: Upgrading and Optimizing MPC Protocols with Filmy Hardware Enclaves

Functionality 1 Greg[Z, reg, M]

Init: (mpk, msk) := £.KGen(1%), > signing key pair
T =0, > abstract mapping of eid, P — prog, mem
R=9o > secure communication channel info

On receive™ install(prog) from some P € reg:
1: eid s {0, 1}’\/7 store T [eid, P] := (prog, 0)

2: return eid > X is significantly larger than \
On receive™® attest(eid, uid) from some P’ for some P € reg:

: (prog,_) :=T leid, P); y +$Zy > modulus p and base g are predetermined

: Rleid, P,uid] :== (y, L, 1) > set the private key of entity eid in R

o = 3.5ig, (eid, prog, g¥, uid)
: return g¥ o

o Uk w

On receive™ verify(eid, eid’, prog’, g, 0’) from some P € reg:

7: assert X.Vimo((eid’, prog’, g%, eid) , o’)

8: y,pky, = R[eid, P, eid']; assert pky =L > no overwriting

9: Rleid, P,eid] == (y,9",0") > set the public key of entity eid’
On receive™® recvpk(eid, uid, g°) from some P € reg:

10: y, pky,  := R [eid, P, uid]; assert pk, =L > no overwriting

11: Rleid, P,uid] := (y,9%, L) > set the public key of entity uid

On receive® resume(eid, inp) from some P € reg:
12: (prog, mem) := T [eid, P], abort if not found; (outp, mem) := prog(inp, mem) > execute
13: T [eid, P] := (prog, mem)
14: return outp

On receive® destroy(eid) from some P € reg:
15: remove entry T [eid, P|; remove entry R [eid, P, uid] for all uid

On receive™ reveal(eid) from some P € reg:
16: (prog, mem) := T [eid, P], abort if not found
17: return prog, mem

On receive® authenc(uid, x,b) from enclave eid on P:
18: y,¢%,__:= Rleid, P,uid]; sk := ¢g"¥; if b =1, y := AE.Enc«(z); else, y := AE.Decw(z)
19: return y

On receive™ seal(salt, z,b) from enclave eid on P:
20: prog,  := T [eid, P]; sk := KDF(M [P], prog||salt) > derive the enclave-specific key
21: if b =1, y := AE.Enc«(z); else, y := AE.Decy(z)
22: return y

On receive® randomgen(l) from enclave eid on P:
23: 7 <% {0,1}
24: return r

feature [AGJS13, MAB™13, STBZ18] by using the sole key (msk) for signing all attestation
reports of all TEE instances. The feature indicates that for certain code, the challenger
in the attestation can only verify whether the enclave runs the exact code on a real
hardware environment, but cannot distinguish different instances on the same processor or
even instances on different processors. We use T' as an abstract structure recording the
mapping from an enclave identity eid on certain processor P to the loaded program prog
and the memory content mem. R stores the information for establishing secure channels
between enclaves. The content of R, which includes cryptographic key management, is
specially protected in our model, and does not belong to mem. For concreteness and clear
elaboration, Grrg utilizes the Decisional Diffie-Hellman (DDH) assumption, authenticated
encryption (AE) with INT-CTXT security, digital signature scheme (3) with UF-CMA
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security, and key derivation function (KDF).

After a processor P invokes install to launch an enclave and install the program, an
enclave ID eid is returned. All other routines relevant to the enclave should be invoked
with the specific eid. Then, remote attestation is done to validate code legality. The
routine attest proves the states in enclave eid to a remote entity uid with processor P’
and starts the key negotiation. The remote entity may be another enclave (in case of
mutual attestation) or a non-enclave entity (e.g., a remote client). In the former case,
the remote enclave will also attest to the local enclave, which calls the routine verify to
check whether the remote enclave loads the expected program before building the secure
channel. In the latter case, the local enclave just calls recvpk to receive g* from entity
uid and builds a secure channel with it. Other key exchange schemes can also be used
here. Note that P is used internally but not provided as function parameters, restricting
the enclaves on one processor from accessing states on other processors. After attestation
and verification, P can invoke resume to run a program inside the enclave. Note that
the program may comprise several functions, each invocation executes one function by
designating the function name as part of the input. Finally, the routine destroy will be
invoked explicitly if the main program executes to the end, or implicitly if a crash occurs.
It removes all the states related to the specific enclave.

To formalize the leakage from TEEs, we define a routine reveal to allow the untrusted
domain to obtain in-enclave states of the user-defined program. All the variables in
a program including input arguments, intermediate results, and outputs are exposed.
Furthermore, apart from the routines called from outside the enclave, we model three
more routines authenc, seal, and randomgen, which are internally invoked and executed
inside the enclave. The first two routines securely use cryptographic keys and do not
expose internal states by definition. The routine authenc represents the authenticated
encryption and decryption, and the routine seal implements the sealing feature of TEEs
(Section 2.2), which involves a key embedded inside the processor. This key is different for
each processor, thus denoted by M [P]. The routine randomgen models the capability of
the hardware random number generator inside the enclave. Note that all the routines in
Functionality 1 should be called locally. For example, a remote party cannot use reveal to
steal the information from the enclave on another node.

Functionality 2 Simplified routines in Grrg[%, reg, M]

E=9 > newly added abstract mapping of P — eids
On receive™ install(prog) from some P € reg:

1: eid s {0, 1}”; store T [eid, P] := (prog,0); put eid into E [P]

2: return eid

On receive™ attest(eid, uid) from some P’ for some P € reg:
3: sko <3 {0, 1}*; R[eid, uid] := (true, sk,)
4: (prog, ) :=T leid, P, o := X.Sig,(€id, prog,uid) > implicil assert eid € E [P] through T'
5: return o

*

On receive™ verify(eid, eid’, prog’, 0’) from some P € reg:
6: assert X.Vfmpk((eid’, prog’,eid),o’) and eid € E [P]; _, sk, := R [eid’, eid]
7: (needKey, sk,) := R [eid, eid']; assert needKey = true; R [eid, eid’] := (false, sk, + sk;)

Necessity for incorporating cryptography into Grge formalization.  Functionality 1
seems cumbersome due to the used cryptography like the DDH assumption, AE, and X.
Indeed, if we only consider establishing secure channels between enclaves, the formalization
can be simplified. For example, Functionality 2 excludes P from the index key of R for
succinct key exchange abstraction and avoids using the DDH assumption. However, this
formalization cannot capture the case where an enclave needs to build a secure channel
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with a remote non-enclave party, since the party without a trusted processor does not
have direct access to Grrg and any messages sent to Grgg are delivered by the party
owning the enclave. Cryptography should be used to protect the messages as the remote
party interacts with Grgg. Similarly, we can also apply the same technique on structure
T to eliminate the need for X, but it will become unable to capture the attestation to a
non-enclave party. Previous work [PST17, TZL"17] also incorporated digital signature
schemes into the TEE functionality. We additionally integrate DH key exchange into the
functionality instead of the in-enclave program, which allows us to exhibit the protection
of cryptographic keys. Therefore, the cryptography used in Grgg is necessary for (1)
generality and (2) clear exhibition of key protection.

Comparison with [DMMQ23]. We note that [TZL"17] roughly describes a similar model
in Section 4.2 without formalization, while [DMMQ23] formalizes a similar model, which
differs from ours as follows.

First, [DMMQ23] assumes all processors are equipped with TEEs, based on which
the formalization of secure channel establishment is much simplified. Only one party
invokes a key-exchange routine in her enclave and then both enclaves return the same key
handler without invocation from the other party. However, it can neither capture the case
where an enclave needs to build a secure channel with a remote non-enclave party (which
necessitates explicit use of some cryptography), nor differentiate one-side attestation from
mutual attestation. So our model is more general and self-contained.

Second, [PST17, TZL 117, DMMQ23] assume the existence of the globally determined
and unique session ID [Can01] for install, requiring a trusted party to assign identifiers to
each execution, which seems impractical [LLR06, GL05]. Our model avoids this assumption.
In addition, our model strips out the attestation process to capture the natural usage of
TEEs, instead of consolidating the attestation into the routine resume by accompanying
each returned value with a signature [PST17, TZL 17, DMM@Q23], which leads to technical
problems in proofs [PST17].

Finally, we additionally model seal and randomgen, which are also important TEE
features. Especially for crash recovery, enclaves should securely persist states with seal.

4 Protocol Upgrade with TEEs

In Section 3 we formally model TEEs considering side channels. Now we explore how
such filmy enclaves should be utilized. With the filmy enclave model, TEEs cannot ensure
confidentiality for program states. Therefore, for general computation, we cannot directly
process plaintext data in the enclaves. Instead, we need to incorporate cryptographic
methods, using MPC protocols in this paper, to compensate for confidentiality.

Combining MPC protocols with TEEs is not only necessary for TEEs under filmy
enclave models, but also profitable for MPC protocols. Recall that MPC protocols can be
categorized into passively secure ones and actively secure ones. To upgrade the former
to the latter, previous designs mainly used zero-knowledge proofs (ZKP) automatically
generated through the GMW compiler [GMW8T], to force the honest behaviors of each
party [IKOSO07]. Fortunately, the same effect could be achieved by TEEs with lower
overheads, since the integrity guarantee of TEEs “seems to be sufficient” to prevent a
malicious adversary from deviating from the protocol and achieve active security. The
prover only needs to send an attestation report from the TEE showing it runs the correct
program, without sending sensitive information to the verifier for proof.

However, our deeper investigation discovers that this is not the case. The enclaves
can only ensure integrity for the in-enclave execution. The adversary can still exploit the
opportunities of providing inputs for the enclaves from the untrusted domain to compromise
integrity. Besides the inter-enclave communication channels that are already protected
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by authenticated encryption, we show that there remain potential attack points: (1)
manipulating checkpointing states between crash and recovery and (2) changing offline
pre-generated data. We first illustrate the threat model and design goals when combining
TEEs and MPC protocols in Section 4.1. Next, we discuss the concrete attacks and our
corresponding defenses in Sections 4.2 and 4.3. Then we integrate the solutions into a
specific protocol Semi [Kel20a], formally summarizing the complete protocol in Section 4.4,
and proving its security in Section 4.5.

4.1 Threat Model and Design Goals

Functionality 3 F¢ [{Pi}ie{o,....,nfl}}

1: Fe receives {inp,}icqo,....n—1} from all parties {P:}icqo,....n—1}-

2: If all parties have sent inp, data, then F¢ computes outp := C(inpg, inpy,--- ,inp, _;). Other-
wise, F¢ sends L to all parties and returns.

3: Fc sends outp to the ideal adversary S.

4: For each party P;, F¢ receives an instruction from the ideal adversary S. If it is “proceed”,
Fe sends outp to P;. Otherwise, F¢ sends L to P;.

In this section, we consider a case where n parties jointly compute a function represented
as a circuit C, and each party controls one server equipped with a TEE, modeled by
Functionality 1 in Section 3. A malicious adversary could potentially compromise t < n
parties. If a party is corrupted, the adversary controls the whole server, including all
privileged software including the virtual machine manager (VMM) and operating system
(OS). The adversary can also manipulate the network originating or terminated at corrupted
parties, including eavesdropping, modifying, delaying, and dropping packets. However,
we assume every message between honest parties is delivered within a bounded time.
Instead of simply assuming a synchronous network between the enclaves, our assumption
captures the fact that the network traffic between two enclaves goes through the underlying
machines, which may be controlled by the adversary.

We aim to achieve the following goals: (1) The upgraded protocols achieve security
with abort in the dishonest majority setting. (2) The implementation of the paradigm
should be general, i.e., agnostic to specific protocols. (3) The upgrade paradigm should
be efficient and practical considering real-world settings. In particular, we consider crash
recovery support, an essential feature in modern cloud computing as computation tasks
become increasingly complicated and long-running. We also consider practical hardware
constraints, such as limited memory capacity.

We mainly discuss the dishonest majority setting, in which case the security goals can
be formalized as Functionality 3. Nevertheless, our methods should be compatible with
the honest majority setting.

4.2 Manipulated Checkpoints

The circuit evaluation phase in MPC seems secure if put into TEEs, since no input is
provided from the untrusted domain. However, the commonly desired crash recovery feature
would periodically save intermediate computation states (a.k.a., a checkpoint), which are
then loaded into restarted enclaves. Supporting recovery opens up new opportunities to
the adversary, who could arbitrarily cause a crash and manipulate the checkpoint as input
to the (recovered) enclave.

Using a message authentication code (MAC) involving a secret cryptographic key helps
detect the manipulation. However, the key should not be provided by the (corrupted) party
owning the enclave, otherwise, the party can regenerate a MAC for the tampered value.
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Figure 1: An attack on crash recovery in the BGW protocol. Green parties are honest
and red parties are corrupted. For clarity, we only show the arrows related to the share
distribution of party 2.

Therefore, the key should be internally generated and hidden from the party owning the
enclave, and the TEE sealing mechanism satisfies this requirement [AGJS13]. Only when
the specific code binding to the key is loaded into the enclave, can the enclave internally
(re)generate the key (Section 2.2). Besides, for the freshness of dumped values against
shuffle or rollback attacks, we need to assign each intermediate wire value share in the
MPC circuit with a unique identifier. Specifically, the MAC binds both the value and
the identifier. During crash recovery, the enclave loads the authenticated value and its
identifier, checks the MAC, and compares the loaded identifier with an expected identifier.
Expected identifiers cannot be internally generated, requiring negotiation with other
enclaves according to the current execution progress. Negotiation among enclaves may lead
to additional O(n) communication overhead per gate, where n is the number of parties.
Therefore, besides uniqueness, identifiers should also be locally derivable.

We design the identifier to encompass the following information: session 1D, enclave
ID, and gate ID. A session includes a set of enclave instances, each belonging to one party.
An enclave ID identifies an enclave instance, which means that even if two enclaves load
the same program, their IDs are different. The gate ID uniquely refers to a gate in a
circuit whose output is the corresponding wire value. Note that the parties compute only
one circuit in a session, therefore there are no two identical gate IDs in a session. At the
beginning of a session, all enclaves verify the consistency of the session ID as well as the
next gate ID to be evaluated, and broadcast their enclave IDs to verify they are in the same
set, thus agreeing on a committee. A committee is composed of enclave instances that are
pairwise interconnected. No enclave instance connects to entities outside the committee.
Therefore, one enclave instance never belongs to two committees simultaneously. No
further agreement is needed until a crash occurs, and expected gate IDs are locally updated
to match the progress. A restarted enclave has a new enclave ID, while the enclave 1D in
the expected identifier is stale and corresponds to the crashed enclave. Therefore, loading
values requires negotiating the stale identifier.

A subtle point is that, at the time of evaluating gate g, an enclave may crash before its
states are saved, while others have already finished checkpointing. To achieve liveness, the
other parties should legally roll back to the previous gate g — 1, and compute gate g along
with the recovered enclave again. The allowance of legal rollback is unproblematic if the
protocol always runs deterministically. Unfortunately, this feature can be exploited by the
attacker if the protocol generates and consumes random numbers on the fly. Considering
the multiplication procedure in the BGW protocol, each party P; generates [2;]; = {2 ;}}_,
with randomness. Figure 1 shows an attack by utilizing legal rollback. As a gate completes,
the corrupted party 3 intentionally crashes while the other party j, j # 3 derives and holds
>, Cizi j. After party 3 recovers, the gate is computed again and at this time all other
parties randomly generate and distribute a different set of shares. Then the corrupted
party 2 crashes after it has done a checkpoint, while the other party j,j # 2 holds ), clz; i
As party 2 recovers, it has two different checkpoints that are both valid for the same gate.

It may load the stale one > ; Ci%i j instead of the correct one El cizi o causing inconsistent
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shares with others and resulting in wrong results.

From the theoretical perspective, fixing the random number sequence at the beginning
seems to be sufficient to solve the issue. However, it is generally inefficient and impractical
to store the whole sequence of random numbers inside the limited enclave memory. More-
over, doing so still requires extra mechanisms of agreeing on and committing all parties’
random number sequences, as well as making other specific modifications to the protocol
implementation. Our key insight is that once an enclave recovers from the crash, a new
session ID should be negotiated among all enclaves. Therefore, as an enclave restarts, all
enclaves need to synchronize both the previous session ID and the new session ID. The
former contributes to the expected identifier to load the checkpoint, while the latter is
used to generate new checkpoints. In the previous attack, the two checkpoints of party 2
would have different session IDs, and only the newer one can be used.

4.3 Inconsistent Correlated Randomness

Then we consider another type of input data to enclaves, the pre-generated correlated
randomness, such as the Beaver triples in the Semi protocol. We take Beaver triples as
an example for further illustration, while the same idea also applies to other correlated
randomness such as the ones used in the DN protocol [DN07] and in the bit decomposition
protocol [DFKT06].

Given that the offline and online phases are separate in time, one party probably uses
one enclave to run the preprocessing and another enclave for online circuit evaluation.
Thus the generated randomness generally needs to be stored outside the enclave for being
loaded later. Similar to the issues of manipulated checkpoints, solely using MAC cannot
guarantee that all enclaves consume consistent shares of Beaver triples. For a specific gate
u, an honest party P; provides Beaver triple shares (@, i, by i, Cy,;), while a corrupted party
P; may provide any triple shares that are inconsistent with the shares of honest parties,
e.g. (av,j,bvj,Cvj), v # u, leading to incorrect results.

A straightforward method is to attach a unique identifier to each generated Beaver
triple. As each enclave consumes Beaver triple shares in the online phase, it communicates
with other enclaves to check the consistency of identifiers, causing excessive communication
costs. Alternatively, one may generate all triples and authenticate them as a whole, load
all triples into the enclave, and verify them before computation. However, the limited
enclave memory space may not be sufficient to hold all triples. Unpredictable crashes at
runtime may further require additional triples beyond these initially loaded ones.

To improve performance, an enclave running in the online phase of the protocol should
dynamically and locally determine the expected identifier of Beaver triple. It requires that
as each Beaver triple is generated, it attaches an identifier similar to that of checkpointing,
i.e., a composed identifier containing a session ID, an enclave ID, and a triple ID. Note that
Beaver triples are generated to be used by a set of multiplication gates in the circuit, in the
order of their gate IDs. At the beginning of the online phase, in addition to the (online)
session ID, the gate ID, and the set of enclave IDs (Section 4.2), all enclaves should also
synchronize the (offline) session ID and the enclave IDs for Beaver triples, as well as the
first unconsumed triple ID. When a multiplication gate needs a Beaver triple, each enclave
loads the authenticated shares and checks whether the composed identifier matches the
agreed one. The expected triple ID can be derived by gate ID.

4.4 Full Protocol

We now combine the aforementioned techniques to upgrade semi-honest protocols to
defend against malicious adversaries, using Semi [Kel20a] as an example. We formalize
the protocol of the online phase as Protocol 1, which installs and invokes Program 1 into
each party’s local filmy enclave as modeled in Functionality 1. Program 1 embodies the
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Functionality 4 Gomine {Pi}ie{o,...,n—l} , reg,M}

AR S v

Gomine receives the identities of corrupted parties Corr from the ideal adversary S.
. Gofmiine gets inputs: the desired # of Beaver triples m and a program prog, and sets s := 0.
: while Gomine receives t from S, t #1 and s < m do
Gomine generates ¢t Beaver triples {([ax], [bx], [ck]) }reqo,...,.—1} Where cx = a -bi; 5 := s+1t.
Gomine asserts all P; € reg, generates eid;re +s {0, l}y for each P;, and distributes
€idspre : = {eid{;re}je{ow,n,l} to each P;.
Gomine derives the sealing key sk, := KDF(M [P], prog||eid},.) for each P;, and encrypts
the shares of each party with the key sealed_triple, ; := AE.Encs, (((@k,i, br.i, Ck,i), k, €idspre))
for all k € {0,...,t —1}.

Gotmine sends {sealed_tripley, ;}reqo,...t—1} to each P;.

,,,,,

Protocol 1 Prot [C, {Pz'}ie{o,...,n—lﬂ

1
2
3:
4
5

o

10:

11:
12:
13:
14:
15:

16:
17:

18:
19:

20:
21:
22:
23:

24:

: procedure ATTEST(Others, i, eid;, prog)
for all j € Others do o
send eid; to Pj, await eid; frc_)m Pj; 27, 0] := Greg.attest(eid;, eid;) o
send z7, 0] to Pj; await xj, 0 from Pj; Gres.verify(eids, eid;, prog, x5, ;)
return {eid;};c(o,....n—1}

For party P;: on input “setup” inp; from environment Z:
: obtain eidspre and {sealedftm’plew}ke{o,_,_,m,l} by invoking Gomine; and set basepre := 0 as
the first unconsumed triple ID
. eid; := Greg.install(prog[C, { P; }:]); eids := ATTEST({0,...,n — 1} \ {3}, 4, eid;, prog[C, { P; }:])
: Y, g := Grer.resume(eid;, , 1, e1ds, eidSpre, basepre, iNP;)
: record enclave eid; computes the sealed output y of gate g in an object C> We abuse C here
persist C, eidspre, basepre, {sealed_triple, ;}reqo,....m—1}

For party P;: on input “recover” {Px}rex from environment Z:
if i € K then > K is the set of crashed parties
restore C, eidspre, basepre; eid; :== Greg.install(prog|C, { P }:])
eids := ATTEST({0,...,n — 1} \ {3}, 4, eid;, prog[C, { P; }:])
else
eids := ATTEST(K, 1, eid;, prog[C, { P; }:])
get the maximum layer number layer in which all gates have outputs> current progress in C
exchange layer with others to derive the common latest finished layer, exchange eidspre and
basepre with others to derive the largest basepre, and persist eidspre, basepre

s := output values of all gates in layer of C > s = {(eidy,yq)}qg, set of gates
Greg.resume(eid;, , 1, e1ds, eidspre, basepre, S)
For party P;: on input “compute” from environment Z:

g := a gate in C who has inputs ready but does not finish computing © in topological order
restore basepre, and the sealed triple, i.e., k = basepre + g

resi, g, __ = Greg.resume(eid;, , sealeditriplek,i)

record enclave eid; computes the sealed output res; of gate g in the object C, persist C

For party F;: on input “output” from environment Z:
res := Greg.resume(eid;, {eid;}jeqo,.. n—1y)

minimization of code placed within the TEE. We only show the procedures for addition
and multiplication. For simplicity, we omit the scenario where one of the two operands is
not a secret value, in which case the computation can be trivially done locally. We also
omit the implementation details of defenses against network manipulation (e.g., replay

at

tacks), which can be solved by adding counters at both ends. In cases where a party or

its enclave does not receive expected messages in time, it just aborts the protocol. The
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Program 1 prog[C,{Pi}icqo,....n—1}]

1: procedure EXDATAWITH(%, j, data, validation)

2 yi := Grep.authenc(eid;, (data, validation), 1) > encrypt
3: send yj- to enclave eid;; await yf from enclave eid;

4 (datd', validation') := Greg.authenc(eid;,y?, 0); assert validation = validation’ > decrypt
5 return datd

On input ( , 1, e1ds, eidspre, basepre, INP):

6: keep i, eids, eidspre, basepre in enclave; initialize eids™P := {eid;}, eids;f‘ep = {eid;re}

7: for eid; € eids,j # i do

8: (j, eid;, eid),.) := EXDATAWITH(3, j, (i, eid;, eid),. ), (eids, eidspre, basepre)))

9: insert etd;, eid{)re into eids"™P, eidstnd
10: assert all j's appear, eids = eids'™, eidspre = eidsymd
11: (84,1, , Si,n) 1= SHARE(inp)
12: for eid; € eids,j # ¢ do
13: sj,i := EXDATAWITH(S, j, Si,5, )

14: Ce[0] = (81,5, Snyi)s ¥ := GreE.seal(eids, (Ce[0],0, eids), 1) © Ce is an object for circuit C
15: return y, 0

On input ( , 1, eids, eidspre, basepre, sealed_ pairs):
16: for (eid},y,) in sealed pairs do
17: (sg, gatey, eidsy) := Greg.seal(eidl, yy, 0), Ce[gatey] := sq
18: assert all eids, and eidf] are equal; keep i, C, eids, eidspre, basepre in enclave
19: gates := {gatey}4; init eids™ = {eid;}, eidsy™ = {eid.}, eidsin® := {eid}c}
20: for eid; € eids,j # i do
21: (j', eid;, eid), eidl,.) := EXDATAWITH(3, , (i, eid;, eid}, eidb, ),

(eids, eidsg, gates, eidspre, basepre))); assert j' = j

22: insert eid;, eid]é, eidd, into eids"™P, eidsf,mp, eidsgﬁf
23: assert eids = eids™P, eids, = eidsgmp, eidspre = ez'ds;,rrrgp
On input ( , seal__tri):
24: get the next gate g to compute, (z,y) := Ce[g]
25: if g.isMult then > g is a multiplication gate
26: retrieve eidspre, basepre in enclave
27: ((a, b, ), offset e, eids)re) = QTEE.seal(eid;re, seal__tri, 0)
28: assert offset,. . = basepre + g, €idspre = eidspre
29: if i # 0 then
30: (a, B) :== EXDATAWITH(%,0, (z + a,y +b), _); z:=a-B—a-b—F-a+c
31: else >i1=0
32: await res) from each enclave eid;; then (o, ;) := Grer.authenc(eid;, res), 0)
33: (a, B) := ?:1 (vj, Bj); broadcast res) := Grgg.authenc(eid;, (a, 8), 1)
34: zi=a-f—a-b—pF-a+c
35: Cc[g] = z; keep Ce in enclave > gate output
36: else
37: Ce[g] = = + y; keep Ce in enclave > gate output

38: res:= Grgg.seal(eid;, (Cc[g], g, eids), 1)
39: return res, g, isMult

On input ( ):
40: z; := the output of a final gate in topology order
41: if z; =1 then abort
42: if i # 0 then
43: z := EXDATAWITH(4, 0, 2;, )

44: else _ ' >1=0
45: await res) from each enclave eid;; z; := Grer.authenc(eid;, res), 0)
46: z = Z;zl (2); broadcast res) := Greg.authenc(eid;, 2, 1)

47: return z
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offline phase for the Beaver triple generation follows ideas similar to those of the online
phase. For brevity, we include the details of the offline phase in the supplementary material
and instead abstract a global functionality in Functionality 4. The offline phase should
generate the same sealing keys as the online phase so the Beaver triples can be used. We
combine the online (Program 1) and offline enclave programs into one, so the two phases
have the same platform and the same enclave program. We assume the offline phase has
prepared enough Beaver triples in one iteration for the online processing.

We briefly describe the flow of the protocol below. During initialization, all the parties
attest each others’ enclaves (Protocol 1 Lines 7 to 8), and eventually agree on the current
enclave committee eids, the offline phase committee eidspy., and the first unconsumed
Beaver triple basepye in the enclave function (Program 1 Lines 6 to 10). Here we use
the enclave committee eids as the session ID. To avoid ID collision with high probability,
X' is significantly larger than A. For instance, with A = 128, setting A’ = 384 ensures
a collision probability of 107'® even for 8.9 x 10*® samples. Therefore this agreement
satisfies the requirements in Sections 4.2 and 4.3. After that, each party secretly shares its
respective input with others (Program 1 Lines 11 to 13).

If a node crashes, all its volatile states, including channels with other enclaves, would
be lost. The restarted enclave rebuilds the secure channels through attestation (Protocol 1
Lines 11 to 15). Each party should get the current progress of circuit evaluation, and
synchronizes the progress(Lines 16 to 17). This may cause the lived parties to recompute
some finished gates, but this has no security issues (Section 4.2). The enclave
function needs to verify the consistency of the new committee eids and the pre-crash
committee eids, (Section 4.2).

In the normal function, we evaluate circuit C gate by gate, following the
protocol [DPSZ12]. For each gate, the enclave records the progress and seals the information
including the gate ID, the gate output, and the enclave committee (Program 1 Line 38).
The sealed states are persisted to storage outside the enclave (Protocol 1 Line 23). Finally,

returns the final result.

Comparison with the transparent enclave model [TZLT17]. In their model, the keys
for authenticating user messages are exposed, so the adversary can arbitrarily change the
messages between enclaves. All other mechanisms, such as sealing and the optimizations
in Section 5, are invalidated due to the leakage of relevant keys. Therefore transparent
enclaves can hardly upgrade MPC protocols.

4.5 Security Proof

We now prove that Protocol 1 UC-realizes F¢ (Functionality 3). We assume the number
of corrupted parties t = n — 1, and only P; is honest. We also assume the parties’ inputs
and the function output have fixed lengths (otherwise using padding) for simplicity. We
point out that, since the adversary may call Grgg.reveal at any time to get the in-enclave
state, we cannot directly use previous techniques (e.g., [PST17]) to allow the simulator
to program the output using the backdoor; otherwise the environment can distinguish
the real world and ideal world as the parameter for output programming is vacant in
real world but provided in ideal world. On the other hand, since our model separately
captures the TEE attestation feature, each Grgg.resume call does not need to return a
signed signature along with the output any longer. We directly utilize the fact that the
simulator can intercept the adversary’s communication with Grgg and modify the output
of Greg to make the views of the two worlds indistinguishable.

We construct a simulator S, which behaves like honest parties and local functionalities
(if any) to interact with the real-world adversary A and the environment Z. Unless
otherwise stated later, S passes through messages between corrupted parties and global
functionalities Grrg, Gomine (Functionalities 1 and 4). Besides, S also passes through
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messages between corrupted parties and the environment Z.

On input “setup”:

e S calls Gomine and obtain results. Besides, S records the results as others calls Gomine-

e S calls eid; := Grgg.install(prog[C, { P; }icqo,....n—11]), sends eid; to every P; and
receives eid; from every P;. If the received eid; is not the answer to the previous
install call from Pj, or P; does not install the specific program, S jumps to the
exception handler denoted except. o

o S calls 2}, 0] := Grrg-attest(eid;, eid;), sends x, 0] to P;, and receives x7,
P;j for every j. If the received «, 0% is not the answer to the previous attest call by

Pj, S jumps to except. Besides, S checks whether P;, j # i calls attest with eid;

and eidy, previously got by Py for each k. If not, S also jumps to except.

o S calls Grgg.verify(eid;, eid;, prog|C, { Pi }icqo,....n—1}]s m;'., 0;) for every j. Besides, S
checks whether P;, j # ¢ calls verify with the exact program and other parameters
previously observed by S.

o S calls y,gate := Grgg.resume(eid;, .1, {eid; };, eidspre, basepre, 0). On the
other hand, as each P;j;) calls Grgg.resume(eid;, , Jy {eidy }, eidspre, basepre, inp;)
for the first time, S extracts and sends inp; to J¢ (Functionality 3). Besides, S

checks whether the parameters in except j, eid%re,

L O';— from

and inp for each P; are

identical, whether all j’s appear, and whether all eid{)re (including eid;re) constitute
eidspro. Otherwise S jumps to except. S also keeps a copy of C for each P; and
updates the copy as the protocol indicates.

On input “recover”:

e For invocations to Grgg.install, Grgg.attest, and Grgg.verify, S does similar actions
as in “setup”. Note that if P; crashes, & naturally collects eids of the current
committee. If P; survives, S detects the timeout for connection to crashed parties
and maintains new eids.

e S calls Greg.resume(eid;, Jiy {eid;}, eidspre, basepre, {(eid), yi)}g).
On the other hand, as every Pj, g =+ i calls
Greg.resume(eid;, .7, {eidi } i, eidspre, basepye, {(eidé, yg)}g)7 S checks

whether eidsyre, basepre, and {eidy }i are the same to the ones set in S’s invocation,
whether all j’s appear, and whether all eid{)re constitute eidspre. If not, S jumps
to except. Since S holds and updates a copy of C for each party, S is able to get
s = {(eid},y?)}4 for each Pj,j # i and checks whether the returned values are
equal to the last argument of ; if not, go to except.

On input “compute”:

o S calls Grgg.resume(eid;, ,sealed_triplekﬂ-). As Pj calls the function, S
checks whether the sealed tripley, ; has the same k and whether it is consistent with
the record in the first step of “setup”. Besides, S checks whether each sealed_triple
is used only once by each P; if the returned isMult = true; otherwise & jumps to
except. S updates the copy of C for each P;.

On input “output”:

o As P;,j # i calls res := Grgg.resume(eid;, ). If res #1, S sends “proceed”
to Fe, receives outp from Fe, replaces res with outp. Otherwise, S sends “abort”.

o As corrupted P; and j = 0 calls Grgg.reveal, S modifies the returned states. Specifi-
cally, if any z; should be revealed, S intercepts z; and replaces it with outp—>_, 2i k-
Further, if z should be revealed, S replaces it with outp.

Except: if any exception was triggered before S calls the enclave function , S refuses
to provide input to F¢. Otherwise, if any exception was triggered before S calls the enclave
function , S provides the instruction “abort” to Fe.

Now we use the hybrid argument to prove the validity of S, starting from a real-world
execution of Protocol 1. Due to lack of space, we only highlight the essential steps.
Hybrid H; proceeds as the real protocol, except that whenever the enclave of the
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honest party uses the random a and b to compute xpa = z + a and ypb = y + b, S first
samples zpa and ypb and then compute a = zpa — x, b = ypb — y. We only change the
way of preparing the (decrypted) messages that would be seen by corrupted parties; the
output distributions are identical.

Hybrid Hs proceeds as Hj, except that during the output phase, if no abort occurs,
S first computes the circuit output z and reconstructs [z] by z and the shares of the
corrupted parties. Since [z] is uniquely determined by the n — 1 shares of the corrupted
parties and z, the two distributions are identical.

Hybrid Hjs proceeds as Ho, except that during the output phase, if no abort occurs, S
just takes the output outp = z from Functionality 3, and reconstructs [z]. Since in Ha, the
input of the honest party is only used to compute the function outputs, while in Hj the
outputs are computed by the ideal functionality Functionality 3, it makes no difference.

Hybrid H, proceeds as Hg, except that the input of the honest party is replaced with
0. Since the shares of Beaver triples are random numbers, and AE ensures the adversary
can only distinguish two plaintexts from the ciphertext with negligible probability, the
distribution should be the same.

Hybrid Hjs proceeds as Hy, except that all the aborts in the protocol (including the
abort of in-enclave program) are removed while S adds the exception handler except.
Since all the aborts in the protocol can be reduced to the violence of rules about exceptions,
given that the signature scheme ¥ is secure and that AE has INT-CTXT security, the
distribution should be the same.

5 Protocol Optimization with TEEs

Apart from MPC protocol upgrade, in this section, we will show TEEs also help optimize
their performance and lead to new designs. We investigate two primitives: oblivious transfer
(OT) [Rab05, Bea96, IKNP03, KOS15] and oblivious product evaluation (OPE) [Gil99,
KOS16]. These primitives could be used in both the offline phase (e.g., for Beaver triple
generation) and the online phase (e.g., boolean to arithmetic sharing [DSZ15]) of MPC.
We use TEEs to build communication-round-optimal protocols for these primitives.

5.1 Oblivious Transfer

Incorporating TEEs, [DMMQ23] have optimized OT and random OT protocols using the
same method: the sender sends both encrypted messages to the receiver, and the receiver
is forced only to decrypt one of them. It is optimal for OT but not for random OT.

We further propose an optimized random OT protocol shown in Program 2 realizing
.FIZ{(kDT. After seed negotiation, the pseudo-random generator yields a sequence of r; for
both enclaves. The enclave generates a pair of random numbers by “encrypting” 7;||0 and
r;]|1 for the sender in the é-th round. For the receiver, it derives one of the random numbers
according to its choice in the i-th round. Compared to [DMMQ23], we involve nearly no
communication except for the negotiation of the random seed. In each round, instead of
transmitting two encrypted random numbers to the receiver to choose [DMMQ23], the
receiver’s enclave locally generates the chosen random number without communication.
Program 2 is secure in the filmy enclave model. S is oblivious to b, while R cannot derive
aLbi by computing Grgg.authenc without sk.

5.2 Oblivious Product Evaluation

To construct OPE for Beaver triple generation, besides using OT, semi-homomorphic en-
cryption can also be used as the building block [KPR18]. Figure 2a shows the OPE protocol
defending against semi-honest adversaries, which requires two rounds of communication.
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Program 2 progroyi.x[S, R]: | iterations with k-bit messages

For sender S: on input ( ,eidR):
1: seed +s {0, 1}A; send y = Greg.authenc(eidg, seed, 1) to gidR; (ro,--- ,mi—1) := PRG(seed)
2: for ¢ € {0, e ,_l —1}: af := Greg.authenc(eidr, r;|0, 1), ai := Grer.authenc(eidgr, :]|1, 1)
3: return {ag, ai }icqo,....1—1}

For receiver R: on input ( seids, {bi}ticqo,....1-1}):
4: await y from eidg; set §eed = Grrg.authenc(eidr,y,0); (ro, - ,71—1) := PRG(seed)
5: for i € {0,...,01 —1}: ay, = Greg.authenc(eids, r5||bs, 1)
6: return {azi}ie{o,.“,l—l}

. M Hold y L Ho|dxﬁw4' Hold y

@Sample z,

© Sample z,
Ot = yEncy,(x) — Encpy(22)

t = xEncy (y) — Encyi(z2)
71 = Decg,(t) = xy — 2,

B ) = ©7 — Z; Enclave, hold sk, pk Enclave, hold pk |
Py, hold sk P, Py P,

(a) Protocol in [KPR18] (b) Our protocol

Figure 2: Optimizing OPE performance using TEEs.

To optimize the protocol using TEEs, we still utilize the feature that TEEs protect
cryptographic procedures. However, in this case, we require the TEE to protect the
encryption/decryption procedure of semi-homomorphic encryption, which is not formalized
in Functionality 1. Our optimized protocol is shown in Figure 2b. Owing to code integrity
enforcement and key protection, the enclave for P; cannot decrypt Enc,k(y) immediately at
the time of receiving it, preventing P; from learning the secret of P,. Although the amount
of communication is the same as the basic one, it only needs one round of communication.

6 Evaluation

6.1 Implementation

We integrate all of our proposed techniques into MP-SPDZ [Kel20a]. Note that our
techniques are not specific to any protocol, so our implementation naturally upgrades the
original passively-secure protocols in MP-SPDZ to defend against malicious adversaries
using enclaves. Such an integration also allows for fair comparisons with the native
actively-secure protocols in MP-SPDZ. We insert checkpoints between basic blocks, inside
which MP-SPDZ rearranges instructions for round-minimizing optimizations [Kel20a]. The
frequency of checkpointing can be adjusted by users. To avoid slow disk accesses during
checkpointing to block the main protocol execution, we copy the states to another memory
area and asynchronously persist the copied data using another thread.

6.2 Experimental Setup

Platform. we use several ecs.g7t.4xlarge instances on Alibaba Cloud, with Intel SGX
providing 32 GB trusted memory and up to 25 Gbps inter-machine network bandwidth for
LAN. We emulate WAN by using the kernel component netem [The23], setting to 40 ms
round-trip latency and 40 Mbps throughput. We use Occlum v0.30.0 [STC*20] as a SGX
libOS to run MP-SPDZ inside enclaves.

Workloads. We use typical workloads [MR18, LX19, PSSY21] from the open-sourced
MP-SPDZ library [Kel20b] for performance evaluation. (1) comp does greater-than compar-
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Figure 3: Overall performance comparison among passive, active, and LORICAE designs.

ison between two 10-sized arrays of integers; (2) oppe uses oblivious piecewise polynomial
evaluation for the sigmoid function; (3) oram uses a distributed oblivious RAM (DORAM)
protocol [KS14] to access one element from a 10,000-sized array. Unlike the traditional
client-server ORAM, DORAM is implemented as a secret-sharing-based MPC protocol, in
which both the data and the indices are in secret shares, and the data access procedure
is oblivious. (4) nn applies a neural network with 1 million input samples. Among them,
comp and oppe are small benchmarks, while the others are larger ones.

Baselines. We evaluate 7 passively secure protocols repring, repfield, semi2k,
semi, hemi, soho, and shamir. For each protocol, we compare three versions, namely the
passive baseline, the native version with active security (psrepring, psrepfield, spdz2k,
mascot, lowgear, highgear, and malicious-shamir, respectively), and the LORICAE
upgraded one. The repring, repfield, and shamir protocols assume the honest majority
setting, while others are in the dishonest majority setting. By default, We set 3 parties for
the honest majority setting and 2 for the dishonest one.

6.3 Overall Performance and Breakdown

Figure 3 shows the overall performance comparison between LORICAE and the baselines in
both the LAN and WAN settings. Here we do not enable the optimizations in Section 5,
in order to precisely identify the cost only from the security upgrade with TEEs. The
execution latency is split into the online phase and the offline phase. As expected, the
offline phase of the dishonest-majority protocols dominates the overall overheads. We
compare the total latency across designs.

In the LAN setting, for small benchmarks comp and oppe, although the overheads of the
SGX software stack cause LORICAE to run slightly slower than the actively secure ones of
repfield and repfield, LORICAE achieves 1.2x speedups over active for honest-majority
protocols on average. For protocols in the dishonest-majority setting, the communication
overheads for computing verification are much larger, and LORICAE can achieve significant
speedups over the actively secure versions, by 71.4x on average. On the other hand,
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Figure 5: Online phase time as the checkpoint period varies.

LORICAE incurs an average 2.2x overhead compared to the passively secure schemes.
For larger benchmarks, the speedups of LORICAE over active range from 1.2x to 32.0x,
while the slowdown compared to passive is 1.7x on average. The overheads of LORICAE
over passive mainly result from the 1ibOS in TEEs, where the syscalls and 1/O may
take significant execution time that is orthogonal to our work. Constant-time execution
incurs less than 10% overheads. Overheads from 1ibOS may be reduced by accelerating
I/O [TUP™21] or manually partitioning the MP-SPDZ and putting partial codes into the
enclave. We leave them for future work.

We notice that for nn on repring and repfield, LORICAE is even faster than passive.
We suspect this is caused by the Occlum libOS, which replaces the standard glibc library.
To verify it, we run LORICAE and the baselines on an AMD EPYC 7543P processor that
supports SEV-SNP [SS20], with the same OS support in the VM TEE. In that case,
LORICAE is 1.3x and 1.7x slower than passive on the same two benchmarks.

In the WAN setting, LORICAE incurs negligible slowdown compared to passive, since
the extra overheads of SGX and Occlum on local execution are overwhelmed by the high
communication cost of WAN. On the other hand, LORICAE outperforms active by 1.1x to
2619.9x, and averages at 10.8x.

6.4 Varying Numbers of Parties

Figure 4 shows the execution time when the number of parties increases from 3, 5, 7, to
9. We exclude repring and repfield as they only support the 3-party setting. As the
committee size grows, the communication overheads increase and the overall performance
degrades in all designs. The slowdown of LORICAE over passive is relatively stable, while
the downturn in active over passive is exacerbated with more parties. For example, as the
number of parties increases, the slowdown of active is amplified from 18x to 55x.

6.5 Checkpoint Overheads

The checkpoint overheads mainly come from (1) temporarily locking and copying the
memory states; (2) persisting the states with a single thread in our current implementa-
tion. Despite implemented asynchronously, the frequency of checkpointing still has large
performance impact. The default checkpoint period is 4000 basic blocks in the previous
evaluation. Figure 5 shows the performance impact as the checkpoint period varies in the
LAN setting. The performance naturally improves as the period gets longer. We observe
that the main bottleneck is the single-thread persisting operation. In contrast, in the
WAN setting, as the period also varies from 50 to 4000 basic blocks, the performance
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Figure 6: Offline phase speedups from the optimizations.

has almost no observable changes, since the local persisting latency is well hidden by the
remote communication in the main thread.

6.6 Optimizations on OT and OPE

Next we focus on the offline phase. We apply the OT optimizations (Section 5.1) to
generate Beaver triples in the offline phase of semi and semi2k and OPE optimizations
(Section 5.2) in hemi and soho. Figure 6 shows the offline phase performance comparison
with the original triple generation approaches without TEFEs. With the LAN setting, for
small benchmarks like comp, optimizing OT with TEEs even slows down the execution
due to the use of SGX and Occlum. For large benchmarks, it achieves a 1.5x speedup
for OT-based Beaver triple generation. Although the communication overhead of random
OT is nearly reduced to zero, the whole triple-generation procedure still needs other
communication, limiting the overall latency improvement. Similarly, with the relatively low
latency in LAN, the round reduction for HE-based OPE also has an insignificant speedup.
In the WAN setting, the improvements from both optimizations become more substantial.
Optimizations on OT and HE-based OPE lead to 1.5x and 1.1x speedups on average.

7 Related Work

Some previous designs [PST17, TZL*17, BBB*17, CTH"19, ZXWG22, DW23] also com-
bined cryptographic algorithms and TEEs. Pass et al. [PST17] formalized the TEE
model and used it to circumvent some impossibility results in MPC protocols. Tramer et
al. [TZL*17] proposed the transparent enclave model and designed ZKP with it. Choi et
al. [CTH™19] allowed the protocol designer to choose a component of function to run either
inside the enclave or via standard cryptographic techniques. Bahmani et al. [BBB*17]
simply used TEEs as a trusted third party to achieve the goal of MPC, while Felsen et
al. [FKSW19] additionally crafted software implementation to avoid some side-channel
issues. PPMLAC [ZXWG22] designed a specialized trusted hardware chip (similar to
TEEs) to reduce the communication overhead of MPC protocols. STAMP [HHL22]
used a dedicated but less powerful trusted chip to accelerate privacy-preserving machine
learning tasks. Lu et al. [LZZ"21] and Dong et al. [DW23] used TEEs to prepare cor-
related randomness for MPC protocols of the online phase. In specific scenarios, Wu et
al. [WNST22] utilized different trust levels to apply TEEs or MPC. For machine learning
inference, Chex-Mix [NLDD23] protected the confidentiality of clients with homomorphic
encryption, and the confidentiality and integrity of model providers with TEEs.

8 Conclusions
LORICAE realizes secure multi-party computation against malicious adversaries with

significantly better performance than existing designs, which is enabled by combining
efficient semi-honest MPC protocols and hardware TEEs. The security of LORICAE
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can be formally proved even in the presence of various side-channel vulnerabilities in
TEEs. Essentially, the semi-honest MPC data format ensures data confidentiality, while
TEE program attestation and our proposed protection for external input data together
guarantee execution integrity. LORICAE represents a novel direction that symphonizes the
complementary advantages of cryptographic and hardware-based approaches for privacy-
preserving computing.
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Protocol 2 Protmple[{Pi}ie{ow,n,l}]

For each party P;:
cat«sF, b «sF
: (aé, . ,a};_l) = g_l(ai) > bit decomposition g~ : F {0, l}]"
: for each Pj, j # i do
call ]—"{;gT with Pj, acting as the receiver with input {a};}
(4,9)
{q“ﬁ’h}he{o k—1}

.....

5: call }'f{gT with P;, acting as the sender with no input, and receiving

(i.9) (m’)}
Q5 4
{O’h L he{0,...,k—1}

a9 = (a2,

for h € {0,...,k—1} do
send d;f’” = qéf’,f) - qif;f) +0b% to P;, receive d;l“) from P;
(9 1= g7 £ o 45D = G a0

10 t09 = (tgj”'>,...,t§j;?)

11: ¢ :=a’ - b' 4 > (g,699) + (g,q")

oWy

and receivin,
hefo,...,k—1}’ g

A MPC Protocols and Relevant Primitives

The Semi protocol [Kel20a] is secure in the dishonest majority setting. Each party
P;,i€{0,...,n— 1} holds shares [x];, [y]; such that x = ;" (2], and y = > " | [yl;. The
addition gate thus only involves local computation of [z]; + [y];- For multiplications, it
relies on pre-generated Beaver triples [Bea92]. Each Beaver triple is denoted as ([a], [], [c])
where ¢ = a -b. Each triple is consumed only once by a multiplication gate during
the online phase. Specifically, for the kth multiplication, all parties locally compute
[ 4+ ag], [y + bx] and send the shares to one party, who reconstructs = + aj and y + by
and broadcasts them to all parties. Then all parties can use them to compute [z - y] =
(@ + ar)(y + b) — (@ + ax)[br] — (y + br)[ar] + [cx]-

Oblivious transfer (OT) typically involves a sender and a receiver [Rab05, Bea96,
IKNP03, KOS15], where for a set of the sender’s messages, the receiver obtains one of
them while the sender does not know which one. The functionality for 1-iteration 1-out-
of-2 OT with k-bit sender’s inputs s; and 1-bit receiver’s input b can be formalized as
]-'Cl)’q]f : ((s0,81),b) — (L, sp). For the random OT variant where the input messages are
randomly sampled [CO15], we formalize it as }"Pl{’OkT : (L,b) = ((ro,71),7p)-

With additive homomorphic encryption (AHE) [CF85, Pai99], given only the public
key pk and the encryption of messages mo and my (i.e., Encpk(mo) and Encpe(my)), one
can compute Encpk(a - mo + b - mq) without the private key sk, where a and b are public
values.

Finally, Protocol 2 shows a protocol that relies on OT to generate Beaver triples [KOS16].

B Universal Composition Models

B.1 Plain Universal Composition (UC)

The Universal Composition (UC) framework enables modular security analysis of complex
cryptographic systems. In this model, a protocol can be decomposed into subroutines,
each of which can be analyzed independently by proving that it realizes an associated
ideal functionality F. The Universal Composability Theorem then guarantees—informally
speaking—that if a higher-level protocol m makes subroutine calls to an ideal F, its security
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is preserved when F is replaced by any actual protocol p that securely realizes F. This
supports a modular, plug-and-play approach to protocol design.

Security in the UC framework is defined via the ideal-real paradigm. A protocol 7
is said to be secure if, for any adversary A attacking 7 in the real world, there exists a
simulator S that can generate a simulated attack in the ideal world—where parties interact
only with the trusted ideal functionality F—such that no external observer can distinguish
between the two executions.

To capture arbitrary external influences, including concurrent executions of other
protocols, the model introduces an adversarial environment Z. This environment provides
inputs to all parties, observes their outputs, and may interact with the adversary to
coordinate corruptions. The protocol m UC-realizes F if, for every polynomial-time
adversary A in the real world, there exists a simulator S such that no probabilistic
polynomial-time (p.p.t.) environment Z can distinguish between the execution of 7 under
A, and the ideal execution of F under S. Formally:

VA, 3S, V2 :EXECy 4z ~ EXECrs 2

where ~ denotes computational indistinguishability.

By the UC Composition Theorem [Can01], any protocol that uses F as a subroutine
retains its security when F is replaced by a protocol p that UC-realizes it—even in arbitrary
concurrent compositions.

B.2 Generalized Universal Composition (GUC)

Many useful cryptographic functionalities (e.g., public-key encryption, digital signatures,
zero-knowledge proofs with trusted setup) cannot be realized in the plain UC model
without additional assumptions. To address this, hybrid models are often employed, where
protocols are allowed access to an ideal setup functionality G (e.g., a common reference
string or a certificate authority).

In the standard UC framework, such setup functionalities are local to a specific protocol
instance. The environment Z can only interact with G through the adversary A (or the
simulator §). This limitation prevents accurate modeling of globally available trusted
infrastructure—such as Public Key Infrastructures (PKIs), trusted hardware (e.g., TPMs),
or blockchain consensus—which are simultaneously accessible to multiple independent
protocols across the system.

To address this shortcoming, Canetti et al. [CDPWO07] introduced the Generalized
Universal Composition (GUC) framework. GUC extends UC to support global setup
functionalities G that are accessible to all protocol instances and parties in the system,
including the environment Z.

The key technical difference lies in the interaction model: in GUC, the environment Z
can directly query G without going through the adversary or simulator. Consequently, the
setup functionality must be non-programmable from the simulator’s perspective: S cannot
arbitrarily choose or manipulate the internal state of G (e.g., secret keys), as such choices
would be observable by Z and break indistinguishability.

C Term Definitions

The Decisional Diffie-Hellman (DDH) problem: Given a group G, a generator g of
G, and three elements a, b, c € G, decide whether there exist integers x, y such that a = g%,
b=gY, and c = g"¥.

The Decisional Diffie-Hellman (DDH) assumption: Any probabilistic polynomial
time algorithm solves the DDH problem only with negligible probability.



104 Loricae: Upgrading and Optimizing MPC Protocols with Filmy Hardware Enclaves

Authenticated encryption scheme [Jac22]: A tuple of polynomial time algorithms
AE = (KGen, Enc, Dec), where:
¢ KGen is a probabilistic key generation algorithm that outputs a key in a key space K.
e Enc: K x M — C is a probabilistic encryption algorithm that takes as input a key in
K and a message from a message space M, and outputs a ciphertext in a ciphertext
space C.
o Dec: KxC+— MU{L} is a deterministic decryption algorithm which takes as input
a key in K and a ciphertext in C, and outputs either a message in M or an error
symbol 1.
Digital signature scheme: A triple of polynomial time algorithms, (KGen, Sign, Vf),
where:
o KGen (key-generator) generates a public key pk, and a corresponding private key sk,
on input 1™, where n is the security parameter.
« Sign (signing) takes as input the private key sk and a message x, and returns a tag ¢.
o Vf (verifying) takes as input the public key pk, a message x, and a tag ¢, and outputs
“accepted” or “rejected”.
Key derivation function [CDS13]: A cryptographic algorithm K <+ KDF(p, s, ¢, n),
where:
e p is a private string, whose length is chosen from the space of all possible private
strings, PSPACE.
e sis a salt, a public random string chosen from the salt space SSPACE.
e cis a public context string chosen from a context space CSPACE.
e n is a positive integer that indicates the number of bits to be produced by KDF.
e K is the derived n-bit cryptographic key.

D The Offline Protocol with Filmy Enclaves

Protocol 3 is an OT-based implementation for Functionality 4. Compared to Protocol 1,
Protocol 3 is simpler. The offline protocol does not need to load any prepared data.
Moreover, since the goal is to generate a quantity of independent Beaver triples, the circuit
C should consist of a set of multiplication gates and no intermediate results need to be
recovered from. The procedure of crash recovery can be simplified. If a crash occurs, we
only need to refresh the committee. Once the Beaver triples generated by the previous
offline committee run out during the online phase, the online committee can negotiate to
switch the eids,.e and basepr.. The procedure is similar to in Program 1. For
simplicity, we omit the details since we have assumed that the Beaver triples generated by
one committee are enough. In Protocol 3 and Program 3, we reuse procedures such as
AttestAll and ExDataWith. The main part of incorporates Protocol 2.
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Protocol 3 Prot[C,{P;}icqo,. n—1}]

For party F;: on input “setup” from environment Z:
1: ezdl = QTEE.install(prog[C, {PZ}J)
2: eids := ATTESTALL({0,...,n — 1} \ {i},4, eid;, prog[C, { P; }1])
: Greg.resume(eid;, ,1, eids)

w

For party P;: on input “recover” { Py }rex from environment Z:

4: if i € K then
5: eid; := Greg.install(prog[C, { P; }4])
6: eids := ATTESTALL({0,...,n — 1} \ {4}, 4, eid;, prog|C, { P; }:])
7: else
8: eids := ATTESTALL(K, 1, eid;, prog[C, { P; }:])
9: Greg.resume(eid;, , 1, eids)
For party F;: on input “compute” from environment Z:
10: res; := Greg.resume(eid;, )
11: persist res; > sealing Beaver triple

Program 3 prog[C,{Pi}icqo,....n—1}]

On input ( , 1, eids):

1: keep i, eids, offset := 0 in enclave
2: initialize eidsimp := {eid;}
3: for eid; € eids,j # i do
4:  (j,eidj, eidl,.) := EXDATAWITH(G, §, (i, eid;), eids))
5: eidsimp-insert(eid;)
6: assert all j’s appear, eids = eidsimp
On input ( ):
7: retrieve eids, offset in enclave
8 a' = Gree.randomgen(k), b= Gree.randomgen(k) > assume the online input has k bits

9: (af,...,a}_,) =g '(a’)
10: for each eid;, j # i do

11: call progrork.kleid;, eid;] with enclave eid;, acting as the receiver with input
12: call proggork.k[eids, eid;] with enclave eid;, acting as the sender with no input, and
receiving {q(()i}f), qii;f)
’ ! he{0,...,k—1}
e () e
14: for h€{0,...,k—1} do
15: dgf’j) = q(()f;f) — qil}f) +o
16: d;j’“ := EXDATAWITH(4, j, d;i’j)7 )
17: tﬁlj’i) = qi]zzz +al, - d;Lj’i) = qé{}f) +al, - b

18t = (téj’“, . ,tgjf)

19: ¢ :=a' - b" + Zj# <g,t(“)> + <g, q(”)>

20: offset := offset+ 1 S

21: seal tri:= Grer.seal(eid;, ((a*,b’, '), offset, eids), 1)
22: return seal tri
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